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MNATIONAL SECURITY AGERCY
CENTRAL SECURITY SERVICE

28 May 2010
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/A©GH0TReport to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AF0B0y Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that intelligence activities of the National Security
Agency during the quarter ending 31 March 2010 were unlawful or contrary to Executive Order or

Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive
Order 12333, as amended.

(U//E058) The Inspector General and the General Counsel continue to exercise oversi ght
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

4 7
,///;$&4A%L, éfiﬁgéﬁf&é?
GEORGE ELLARD

Inspector e
\.;3 &

PATRICK J. RE OLDS7
Acting General Counsel

(USYE5-1 concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.
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Quarterly Report
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1. {U) intelligence, counterinteliigence, and intelligence-related activities that

violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations

(U) Intelligence Activities

(UiFFetSrUnintentional Collection Against U.S. Persons

(S//SV/REL USA, FVEY) This quarter there wereDinstanceS in which Signals Intelligence
(SIGINT) analysts inadvertently targeted or collected communications to, from. or about U.S.
persons while pursuing foreign intelligence tasking. All intercepts and reporis have been deleted
or destroyed as required by United States SIGINT Directive (USSID) SPOC18.

(b) (1)
®O)F-PL 8639 o) (1) (b) (3)-P.L. 86-36
W) Travel to the United Sta__tgs*" (b) ('3')--*_9.1.. 86-36 (b) (3)-18 USC 798

{b) (3}-50 USC 3024 (1)

= - | an NSA dnal) st inadvertently targeted the e-mail
selector boion ing t0 an md;vxdua} while he was in the United States from | |
through I I The anaiyst was not aware of the target’s travel to the United States until

total of] __ |pieces of intercept was collected during the target’s stay in the United States. The

analyst deleted the query and results. T k) (1)
T (b)(3)-P.L. 86-36

IsusTNEY lan NSA. Eanguage analvs; tarceted an individual with duai U.S

and foreign citizenship while the’ individual was in the United States from| 1
|:g£| NSA was authorized under a consensual collection tasking order to target the

individual, who currently lives in the United States, | [while
the individual traveled outside the United States. The analyst later learned that the Intelligence

Community (IC) customer knew beforehand that the target had returned to his residence in the
United States on|

The target’s telephone and e-mail selectors were detasked oni iIn add:tmn
queries were canceled and the results were deleted. All traffic was purged from NSA databases.

No transcripts were created and there was no reporting. The 1C customer was reminded of the
responsibility to inform NSA when a larget enlers the United States.

. (b) (1)
{U) Targeting (b) (3)-P.L. 86-36
(U/IF€ | an NSA analyst discovered that a targeted subject believed to be
a valid foreign intelligence target was a U.S. person. | _ ]
| [before a report from an IC customer confirmed the subject’s U.S. citizenship.

The analyst deleted all queries and results; and ne reporting was 1<;sued

“(b) (1)

(b) (3)-P.L. 86-36

(b) (3)-50 USC 3024 (i)
Dertved From: NSA/CSSM 1-32
g%'2ﬂ67§€0§
S}L%Idc:‘\a‘\ {)‘} .,. 2{‘ O‘i
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(b)(3)—P L 86—36

(U»"'FG’HG‘H | an NSA analyst targeted an apparently valid foreign
intelligence target who mmcd out to be'a U.S, person. While researching the selector before
tasking, the analyst tasked a related sclector. The analyst was informed by another analyst that
the target was a U.S. person. The analyst detasked the target selector | No
[ Jwere coliected from this targeting, and there was no reporting, The branch chief
reminded branch analysts 0 become familiar with branch working aids

" (b) (1)
" (b) (3)-P.L. 86-36

“STREFTFOESATVEY OiE)OCé&'Sidhs anél"\}s'ts constructed poor dam’m se queries that

(U) Database Queries

targeted U.S. persons, and on t those occasions, the queries rt,tumed resulfs from the
database. The returned results from overly broad or incomplete queries were deleted, and no
rcports Were ssucd Procedural errors contributed ml:lcd the wolateons

P L 86 36/1r

: An NSA analyst performed| I'tzuenCS"lxsin-al |
(b) (3)-50 USc 3024 (4) I

[the anatyst believed] |

™ [vas being used by foreign targets. No data was retrieved by the queries, and no
reports were issued.

| NSA learned that analysts had performed

uncgies between| [in raw SIGINT databases on telephone
number and-e-mail selectors belenging to a foreign intelligence target while in the United
States. On| IVSA received Attorney Generall |arm"0 val to
query the target’s selectors, | A
SIGINT report included information from these qucrleb The queries and lCSUit“\ were
doleted| | .................................... th) (1)
(b) (3)=P.L. 86-36
* (U/F650r An NSA analyst mistakenly queried a co-worker’s| [ina

raw SIGINT database, because the analyst was not familiar with the database’s user
interface. The analyst entered the identifier a second time because he thought he had
mistyped the first time. He was counseled by management to review the database User’s
Manual before performing another search in the tool. No data was returned.

SHSH ] | an NSA analyst queried a database
using| selectors that contained[Jvalid U.S. telephone
numbers and | fadditional potentially valid U.S. telephone numbers. Assuming that the
selectors had already been properly vetted, the analyst ran existing database queries to
cvaluate the effectiveness of a new tool. The query yielded approximately esults,
The analyst did not note any U.S. information in a cursory review of the result set
immediately after the query. The analyst deleted the query and all I'ebLl_{__S__O.

and there was no reporting. The analy ~i was s.ounccacd to-personally review all

selectors beforé permrmmg a uucr} '

' (b) (1)
(b) (3)-P.L. 86-36



ib) (1)
b)(3)-P.L. 86-36
(_b}.__{3) -50 USC 3024 (1)
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= (U/FeT |an NSA ana1y=;»:| = Ja
U.S. entity. The targeting error occurred because the analyst tmied to vent v 1hd£| |
dld not belong to proh,ctud entities before performing the auery. The aral yst
reported that a database feature intended to warn users of| had failed.

~The analyst was advised to always verify before querying for thermn._An
effort is underway to determine why the database did not warn the user that the|

E}Cionhcd to a U.S. entity.

L TYE INSA analysts queried

|1z_}_51__”_1_°_§}{‘v_{..&h’\lf database: L Tpieces of traffic were found, All

~—guertes anid tesults were erased when the analysts exited the database. No reports or
(1) translations were made of the traffic. The incident occurred due to erroneous guidance

(b) (3)-B.L. ?6 36dnd training received by the analysts, Action has been taken to correct the training and

" 1mpr0ve the guidance concerning the use of this database. Auditing functions are being
nstituted, and future training will include the appropriate caveats to ensure adherence to

U SSID SPO0OTS stdnda.rds There was no reporting.

| | an NSA analyst mistakenly queried

—— In,1 araw SIGINF databasc, vrhe eTTor O y R . anal-,/gf
(b)'(3.} -P.L. 86-3 | The query

(b) (3)~50" usc 302{1495'1‘16\1 more than|__kecords. The query resuits were deleted on 4 Februar v 2010, and

zhe quer‘ was resubmitted with the correct query terms. T ) ()
T (b). (3)-P.L. 86-36

| an NSA canalyst performed a databdsc

e that was believed to belong to a valid foreign intellige
_Jhowever, was located in the United States.

query using

target. The
the analyst updated the record [for future
reference. The analyst deleted The query and results on | | No reports
were issued.
(b)‘"t-aarp L. 86-36
L = |an NSA analyst discovered that a selector used in
] [queries sinece] belonged to a U.S. person whom the
branch did not have authority to targét until FAA 704 targeting authority was received on
- | The error occurred because the anal yst-was newly assigned to the

office and did not have access to files containing updated target information.
|:| the analyst deleted the queries and the resulting collection. There was no Teportng.

. ) . . ‘ T T 1 { (b)(1)
PRZ-T) FSe lan auditor informed a supery isor that a I(b)(3)_P_L_ 86-36

newly axsszned dnaiys,t performed a query in a raw SIGINT databdqe|
using his personal e-mail address. The analyst stated that the intent for querying on his
own e-mail was to “practice,” because it had been over a year since the analyst last had
database access. | [thic analyst deleted the query on his personal e-mail
address and any results, without reviewing them or taking note of the number of results.
No reports were written. The supervisor counseled the analyst on the requirements of
USSID SP0018 and how these specifically apply to database queries.




“{b) (1)
{b) (3)-P.L. 86-36
{b} {3) -50 USC 3024 (1)
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= AR — i | an ana‘vst performed :a qmr) on:
[T ..m araw SIGfN I" database without first verifying with the requestor that the
(B)(1)- ~selector was anon-U.S.| | While performing the queries, the analyst learned
(B)@)-PL. 86 36 - from the requestor that thel was U.S. and canceled the guery. The analyst

deleted the query reauits without viewing ‘them|

= 7t -  — | an NSA analyst mcmru,ﬂv ‘Imt,d; an

. ha qucr} ot a raw SIGINT database and performed a query that returned
esults. The analyst immediately halted the query upon discovem of the error and

deleted the query results without viewing them. It is very likely that U. 5 person -

information had been collected because of the broad scope of the query.: f\mhmw was

reported or disseminated in any product or service. - :

S - =) lan NSA analyst discovered that his _
database account contained a query targeting] |

| | Although the
anai'yst_ had not worked at NSA for five months— |

T‘lc analyst deleted the query] [ The query returned[ Jresults, which
~were fiof reviewed, but most likely contained U.S. communications. The results were
: ---rr'd“.lgtedl | No reports were issued.

{b) (3} P L. B6=36...

Wy Detasking Delays

S 4

Jan NSA analyst discovered that| he selectors belonging

10 a U ‘*-3 person involved in a hostage situation had not heen detasked  The celectar swas
overlooked |

| No traffic was collected
between | |

| an NSA analyst received an intercept from a
arg:!cd se!ector bﬂhcvcd to have been detasked| | because it belonged to a
U.S. person. The telephone number was either never detasked or subsequently had been
retasked. The analyst deleted the intercept, and the supervisor confirmed the deletion. The

supervisor sent a message tof kequesting that all selectors used by this target be
detasked. S .

(D) (1)
(U:Feeeﬁ. D:ssemmatson of 1.5, identities — ) (30 -p.1. 636

e

- =¥ The NSA Enterprise issued -Sl 11\1 product reports during
this quarter. In those reports, SIGINT analysts disseminated communications fo, from. or about
U.S. persons or entities on [ Jwvccasions while pursuing foreign intelligence tasking this
quarter. A total of BIGINI products were canceled as N%AI pnalysts
learned of the U.S. persons, organizations, or entities named in products without authorization.
All data in the canceled reports was deleted as required, and the reports were not reissued or
were reissued with proper minimization.
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(U/Fete)| [an NSA: analyst sent briefing materials that included raw (B)E)-P.L. 86-36

SIGINT data containing U.S. person data to individuals whe were not authorized to receive the
information. The error was discovered by one of the unauthorized recipients. When notified of
the error, NSA analysts replaced the briefing slides with a corrected version and instructed all
recipients to delete the earlier version. (b) (1)
(b) (3)-P.L. 86-36
-18 USC 798
(L) The Foreign Intelligence Surveillance Act {F!Ssﬁjg g) 50 USC 3024(1)

{U) Targeting

_ “Hb) (1)
S T (B) (3)-PLL. 86-36

—HSHASHNS-During Ircv;cw of FIS f—'s tabk ing associated

with a Foreign mtelllgcnce Surveillance Court (F1 ‘s(‘} order, NSA analvsts discovete

unauthorized tasking related to [ selectors on the Order

fAsa result of the

review, an NSA analyst determined thaf

|:| The tasking for both selectors was Terminated on| pond|__Jintercepts
were deleted. Deletion of all intercepted com‘numcatmnb run*du 1m_ in ! \SA repositories was
confirmed on| | No reporting occ ‘

analyst also determined that the users of]

Both numbers were detasked or] | Imelwpt collected from the targeted phones

was purged from NSA databases] |reports issued
from collection on these phone numbers were canceled on |

fan \JSA analyst 1d..,nuhed|:|n itercepts

. | The ’c;cphom* number
fon a date 1h4{ could not be determined.

database review of a 120-day period revealed thatl — bdditional calls’ were made by a non-
targeted individual between | ING.:;rapg ing occurred from
the intercept. The intercept was deleted and the number was detasked. The 1

numbel-xmq also
deleted from the Court order renewal process. - S (b) (1)

from a non-targeted individual]

was

{(b) (3)-P.L. 86-36

SHSHA n NSA analyst performing a review of authorized, tasked
e-mail selectors discovered that - |

[the analyst detasked the e- mdll addresses. No reporting was
1ssued based on targeting these selectors 1 |’rh¢, unauthorized collection was
purged from the database. ;

[k d

SDue to an error in a database record, NSA continued the tasking of a target without

authorization. On| while verifying selectors for renewal of a FISC order. an NSA
analvstl

| The selector was detasked on and

(k) (1)

{b) (3})-P.L. 86-36

{b) (3}-18 USC 798

{b) (3)-50 USC 3024 (1)
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b}{3 -18 Usc._ 798

3)-50 usc 3024(1)

| No reports were issued based on traffic from

1h'1's__ selector.

St . NSA ana!iis't“deter_mined that] kasked cell phone
. During the process of renewing the FISC order, the analyst noted] [

| The analyst promptly detasked the numbers. The

analyst defefed all[_Falls on] | No reporting was issued based on information

derived from targeting these s

o "::.:-=~..{ b} ( 1 )
(U) Database Queries i tb)(3)-P.L. 86-36

R .

SATFYE | an NSA audm\; found queries} |

| faw SIGINT database. The analyst had submitied] |
quertes without limiting the search to Court-authorized FISA traffic on | [ihe
analyst did not view any traffic content and deleted the data on| | That same day,

the analyst and auditor completed a detailed review of each query. There was no reporting on
the query results.

—HeHeiHNE-Business Records (BR) Order

(U) Nothing to report.

(U) The Protect America Act (PAA)

(U} Nothing to report.

(U) The FISA Amendments Act (FAA)
. 86-36

(U) Section 702

(U} Unauthorized Targeting ; _
~SHREEFO-USAF¥E S During a review offAA»tasked qcu,cmn { |NSA

discovered that the user of a tasked selector had| ; |tht, Umted States.

The analyst had overlooked information ind Leport that .___shomd___tnai. the

target| |thc United States on| The selector was submitted

for emergency oetaskmg| Bl

— - | NSA analysts discovered that the account
hdona;“g toa vahd forelgn mtell:gcncc target| |wh{;
lives in the United States, The analyst was not aware of the requirement (o detask the selector

Jin the United States. The se lector was detasked on|
‘and all data and reporting from the FAA 702 collection was purged. '

(b) (1)

(b) (3)-P.L. 86-36

(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)




. b)Y (1)
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(b) (3)-18 USC 798
(b) (3)=50 USC 3024 (i)

_ _ - |N§/\ amiy%tsl ]
| T T |th" target Had-entered t"ie U l'ﬂ’{«\'.l States: |
[selectors used b} the target were subsequently detasked onf | Gn
)it was discovered that| ~__belector remained on tasking| |
| The selector was detasked off All collection was
purged by] | -

SR oo |ar_1 NSA analyst found that the selectors used
y a valid foreign intelligence target] the
United States.| '

| All data collected during the period] |

was purged.

| an NSA analyst inadvertently tasked an (1)
(b)(3)-P.L. 86-36
1nwrrect e-mail se!ector T he tasking error was not discovered during the tasking review
process. It was discovered when an analyst performed a query on the target using the incorrect
address and retrieved results. The selector was detasked and retasked to the correct e~mail

address o1 | The traffic was retained because it was obtained from a different
1.
seiector.

| an NSA analyst discovered that a selector

used by a valid foreign intellisence target had been| |
TBY (1)
(b) (3¥=P.L.|86-36
(b) (3)-18"y [The two selectors used by the target were detasked on] |
(b) (3)-50 UsT——vz=TTT7
SHSHA | during a review of FAA-tasked sélectors, NSA analvsts
discovered that a selector belonging to a valid foreign intelligence target |
[ }the United States| | The [T customer] |
| the United States
| the analyst submitted the selector for detasking on ] T |

|they did not detask the f,eiedor Imﬁ*aermom, the customer

did not foliow procequres| . i - |

| Il data Loilect\,d imm| ; . lwas purged from
NSA’s principal raw traffic’ repositories.

o) (1)

{U) Database Queries . (b) (3)-P.L. 86-36
Jan NSA analyst discovered] |

| The error occurred because the
first analyst was on leave when the selectors were detasked. The anatyst deleted the query and
the results upon his return from leave on I | :

o) (1)
(b) (3)-P.L. 86-36
(b) (3)=-50 UsSC 3024 (1)
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“tb) (1)
'(b)(3) P.L. 86-36
‘(b) (3)-50 USC 3024 (i)

Eg;g;- PL 8 SR AEYE Iaﬂ NSA dndlv%t mistar\cnly qucncd ona
- selector that had not been tasked under FAA 702 authority| ; |
B | The analyst queried the selector] |

_ khowed that the

sciecmd fhe United States. The query did not

return resuis. aﬁd ne. rcports were issued

SHARTE SAH I'N‘SA analysts incorrectly performed
queries on FAA 702-tasked selectors in a raw SIGINT database. Analysts deleted lhb query
results without viewing them onj I o (b) (1) ]
BT 13T-P.L. 86-36
(b){3)-50 USC 3024 (i)

¥ On| Jan NSA anany«.. tasked the selector

bcheved to be used by a foreign intelligence target that| e IJ

a U.S. city from| e

[ | Further research showed that |
| |the U.S. city. The selector was detasked on| | and the

ib) (1)
(b)(3)-P.L. 86-36

purge of the coliection was completed on| e

ek —— an NSA ana!ysi madverieml
[ hile analyzing query resulis on an FAA 702 taroet refrieved from a
raw SIGINT database. Believing that the database | the
analyst performed additional querlehl e | -“Fhe queries returnéd results,
which were deleted or [ (o)

(b) (3)-P.L. 86-36

(U) Tasking Error (b) (3)-50 USC 3024(i)

(U/FE3 As part of a update associated withi-an-administrative change, NSA
) p P g

(1):43) -P.L. 86-36

analysts mistakenly retasked electors that had been detasked: | seiectors,
previously detasked because they were no longer of interest, were retasked duringf- |
update. Data was collected from only[___felectors and was purged from NSA databases, | |
‘an NSA analyst discovered that selectors, | |
| There was no collection from these selectors.
P (O10)
(U) Retention T (b)(3)-P.L. 86-36
e g (b)(3)-50. USC 3024(i)
[ NSA bt«::qmc aware 1‘1&t| 1
|mfor*nauon Iﬁat had been purggd
from other NSA databases. As of {\SA was investigating whether data acquired
| ' NSA discovered that
numerous reports had been issued | fand was curr ently condacunﬁ

research to determine if any of these reporis wasg based on non-compliant data that had been

?. ur;fred from other databases| |

b))
(b)(3)-P.L. 86-36
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(U) Section 704
“(b)(3)-P.L. 86-36
(U) Unauthorized Targeting

(UHretsn| [ an N‘\A dnaly st discovered that, on| | he had

submitted tasking for a selector under an FAA 704 order tof fcollection sites that were not
approved for FAA 704 tasking. | |th(, analyst detasked the selector from the

sites. There was no collection from these sites and no reporting.

- | an NSA analyst inadvert tently queried a raw
traﬂm d,itaba%x_ using a Sa,lee.,toi that belonged to a U.S. person. Discussions with other branch
members| evealed that the selector had previously been used by
aU.5. person. The analyst immediately detasked the selector. The guery returned records, which
were deleted, and no reporting resulted. The analyst was counseled by his branch chief on the
necessity of researching selectors more ca;cﬁillx« before querying raw SIGINT databases to
iessen the possibility of retrieving 1J.S. pexsen data.

(0)(3)-P.L. 86-36 7 (b)@®)-P.L. 86-36

(U) Database Queries (b)(3)-50 USC 3024(i)
SHREEFOES A f NSA anily Wm&mmmm a
FAA 705b subject|

| | The error occurred because the
analysts had not known| .,oruamed the information they were authorized to search
mmg FAA 705b selectors. All data reme\ ed from the queries was deleted, and no reports were
issued. .

{SUREL OIS A | I an NSA analyst inadvertently queried a selector

a target, who was authorized under FAA 705b authority. On
[ Jan analyst received the selector and initiated the query without researching it.

The analyst deleted the query and Iesult% that same day. The analyst discovered that the selector
had not been tasked because| '
nd had been detasked c&rhcr for that reason. There was no reporting. On
| | the branch chief coumc.lcd the analyst on.the necessity of confi rmmb the Status
of targets prior to targeting and runnm a query. O

o, . ' )-P.L. 86-36
—(-‘E#I'EEE—F@-USA—ESJ-BJQI : | an NSA analyst performed arl g) 50 USC 3024(i)

query in an NSA raw SIGINT databa_se on a list of selectors for a valid foreign intelligence
target._The analyst later discovered that the list inc uded-“AA 705b-approved selectors.

Thesc:Ise;\,clmb were not authorized to be. qaer;cd in the FAA 702] | The
query and results were deleted on[ . | and no reports were issued based on the
query results. ).

(b)(3)-P. L. 86- 36
- — FHA Y - Jan NSA analyst ran a database query on an
e-mail address used by an FAA 705b S'u.bjecﬂ [The analyst
included| |cbﬁtain.i11g FAA 702 data. | [a SUBervisor
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- (b)(3)-P.L. 86-36
(b)(3) -50 USC 3024())

discovered the incident during a routine branch auailt of quea ies: Fhe querv retum dl:lrﬂ‘»ultb
none of which contained unau‘houzeg data and ﬁms were not duetcd Th(.rc wa‘; no reporting.

|F0r F AAL 705b f»ubjccta S - (b)(1)
/ e ~ ()@)-P.L. 8636

: ; Frorr!| |an NbA ancﬂyqt qum{,d
mdll eelectors for an ?AA 705b subject| Jinaraw SIGINT database, mdudms"f
FAA Section 702[ ] "The query resulted in| |of intercepts, which were all’
deleted by the analyst on| Idﬂ-letaons were confirmed by a super\*isc on the same
day. Although the training had been conducted to reinforce. standards, this anal vst was 01! leave
during the training. The analyst received training and anew working aid.

—SHREETFOESATYES |a’1 NSA analyst incorrectly queried the xc.iu,i'or
used by an FAA 705b target [FAA 702 data. The query and the results were
deleted by the analyst immediately following incident rccegmlioq |and no

reporting resulted. The analyst was counseled on the importance 6T aetermiming the nationality
of the target and verifying the authorization before querving any selectors in raw ‘SIG
databases. ;

b) (1)
(b)(3)—P L. 86-36

| NSA ana!} sts performed- searc,h?s on FAA f{bb
ta"’rels in a raw b GIN’ i database containing FAA 702 data. The analysts did not follow .

guidance that prohibits querving FAA 702 data while searching on FAA 705b targets. '
[ the analysts were instructed not to
query on FAA 705b targets in this database. Efforts to modify the database’s
are being investigated.

)
(b)(3)-P.L. 86-36

(U} Detasking Delays

| [ an ’\"SA anal yqt d termined that
»eiccnms fora .S, person under an FAA 7035b order had not been etasked the last time he
returned to the United States. He had been targetad since but returned to the United

States in| | On| |nu toa documcnt& tion error
[T he ana‘ySi discovered that| |
fhat the FAA 705b authorization was about to expire.
All seiectors were vertfied as detasked or inactive on | Betweenl |
and| | there were [ Jintercepts that were deleted or There was no

reporting on the selectors during this time frame.
(U) Other

(L) Unauthorized Access

U/ | NSA-analysts disseminated taw SIGINT data to an IC (b)(3)-P.L. 86-36
customer who was not authorized to receive it. No reporting was produced based on this data.
The customer was instructed to destroy copies of the raw SIGINT traffic.
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By TOP SEFCRET/ICONIIN TN OTFOR
(b)(3)- PL 86 36

- . areview of the pubim drive shared by all SIGINT
maiw S rev ca[ed| pocuments containing unpublished data derived from I*AA| |

All documents were moved (o access-controlled directories or deleted, as appropriate. I is not
known if any documents were viewed by personnel not cleared fo:l_;np_]}f AA access.

(U/Feuey | an FAA-cleared SIGINT analyst located at a field site—— (®)(@)-P.L. 86-36
forwarded a translated document to three site personnel who had not completed 1cqmred rammg

The analyst recalled the message, and recall was confirmed on| |A review of the

tratfic following the incident revealed no feia,renccs, to'U.S. persons in the translation.

(t T'ﬂf-@-b‘e-}l |an a a;rmlybt who was not approved to access FAA 702 data
viewed traffic derived from FAA 702 collection contained in a shared ¢ directory. After reviewing
the list of analysts who had access to the shared directory, NSA discovered that two other
anatysts had access, but had not been properly trained and cleared. To prevent additional
incidents, access to folders containing only FAA 702 data will be manually limited to those
. \F ACC
Dy pmpuiy cleared for access.

(b)(3) P. L 86 36

_ - =41 |a SIGINT analyst at an NSA field site obtained
umuihom’ee BCCRSS to] jmaterial | b raw SIGINT database. (E)(;) b L 86.36
\Lces_s__io| |d_ata was not authorized at the site. The unauthorized access occurred gbig 50 USC 3024(i)
because those approving the analyst’s request for access were not aware of the resirictions and

. processed the request based on the supervisor’s approval. The a analyst’s access was terminated

l. NSA discovered that raw SI(JB\. I data had becp

released to an IL customer s server. The data was "t,trle» ed| o Ih'orf* an - (B)(1)
NSA database containing | s ______.(b):é(3) -P.L. 86-36
:l Access to the data has been dlsabir,d | I ;.

(U/A6H6y During a review of database accounts on |i\4 Q,A di qco'{xé'yen that two (b)(3) -P.L. 86-36

contractors had received unauthorized access to a raw ST GNT dahbase V\i"‘]lb deployed. The
database accounts were terminated.

- - NSA dls.,gvcred |thdt an analyst assigned to the __
10.,21110'1 of an iL cmiomcr had unauthorized access to raw SIGINT databases fr0m| |
| | The error occurred because of inadequate control and database
administration procedures at the customer location. The analyst’s access to the databases was
terminated.
(U/Fetoy| | NSA discovered that three personnel retained their accesses t§)(3)-P.L. 86-36

FISA information after changing assignments and duty stations. The unauthorized access was
discovered when one of the individuals advised another to request access to an NSA database
containing FISA data. When the request for access was denied, the personnel learned that the
site was not approved for access to FISA data. The accounts were terminated for the three
individuals, and the site leadership is pursuing approval to access FISA data.
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) )
. . o (b)(3)-P.L. 86-36
{(U) Unauthorized COMSEC Monitoring Data

= - , |NSA discovered that a system upgrade
erroneously allowed| |[COMSEC vulnerability analvsts access to data collected under the
COMSEC monitoring authority. The analysts performed a total of :l'queries,Dcf which
retrieved unauthorized data. No reports were issued using the data from these queries. Upon
discovery of the error, the system was changed to prevent unauthorized access.

(U/ea| [NSA analysts coliected information in violation of National
Telecommunications and Information Systé'rﬁs'Sccuriiy_l)ire(:liw:- 600. The unauthorized
collection occurred because analysts did not verify technical data before starting the collection.
Access to the unauthorized collection by analysts has been restricted until the collection has been
purged.

'(b)(3)-P.L. 86-36

(U/FeuQy [NSA-discovered ihat a collection system continued to colléc
beyond the authorized monitoring period [ | The data
coilected[______ Jhasbeen separated.fTom The data collected during the authorized time

period and restricted from access until it has been purged. No reports were generated based on

the[ data.

(U) Computer Network Exploitation (CNE)

@
——1P.L. 86-36

118 USC 798

150 usc 3024()




_ )(1)
DOCID: 4165211 )P L. 86-36

(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

(U) Counterintelligence Activities

(U) Nothing to report. ©A)
(b)(3)-P.L. 86-36
(U) Intelligence-related Activities (b)'(3)-50 USC 3024(i)

~SHSHANTT To reduce the risk of unauthorized telephony collection and prevent \mlanom, NSA
mstituted a process that gives analysts greater and faster insight into a target's location. | |

the instances when collection occurred, it was purged from NSA’s principal raw traffic
repositories when required.

| 7 [ NSA
analysts found]__Je-mail seleciors] |
| [this quarter. When collection did occur, it was purged
¢ from NSA’s principal raw traffic repositories when required.

- (U/AFeT67 Although not violations of E.0. 12333 and related directives, NSA/CSS reports two
- /instances in which database access was not terminated when access was no longer required.
) i)nuc identified, the accesses were terminated.

®)1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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2. (U) NSA Office of the Inspector General {OIG) Intelligence Oversight (10)
inspections, Investigations, and Special Studies

(U/ASY6) During this quarter, the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes, executive
orders, Attorney General procedures, and DoD) and internal directives. With few exceptions, the

problems uncovered were routine and showed that operating elements understand the restrictions
on NSA/CSS activities.

(U) NSA/CSS Georgia Inspection :

(U/FFOE6) The NSA/CSS Georgia 10 program, though not fully mature, has significantly
improved since the last inspection. The program lacks a review element to assess the adequacy
“of oversight controls within NSA/CSS Georgia and tenant organizations. Processes put in place
are not evaluated for cfficiency, effectiveness, or compliance. Mission elements do not receive
risk management reviews through the 10 program to evaluate oversight controls commensurate

with high-risk mission areas. Reviews to assess effectiveness of processes used to add and
remove employees from O training tracking systems, assess training compliance, and conduct
analysis of incorrectly answered 10 test questions are not conducted. The NSA/CSS Inspector
General will update actions taken by NSA/CSS Georgia to address the inspection findings in a
future report.

(U) Misuse of the U.S. SIGINT System (USSS)

. L (B)(1)
(U) Nothing to report. e NP 8638

(U) Congressional, IOB, and DNi Notifications

AN | NSA notified the Congressional intelli geﬁbe committees about
database queries performed by NSA analysts| = |that were in violation of

NSA’s minimization procedures or procedures governing information collected pursuant to FAA
Section 702. This incident was reported in the 2009 Fourth Quarter Report. A copy of the
notification is enclosed.

e | | NSA notified the Congressional intelligence committees that
certain data purges required by NSA’s targeting and minimization procedures have been
incomplete. (See the referenced item under “Retention,” as it relates to FAA 702-related data, on
page 8.) A copy of the notification is enclosed. Note: The fact that NSA has discovered
incomplete data purging—when the data should have been minimized—-means that past
quarterly reports may have stated that all data related to an incident had been purged whern
compiete assurance was not possible. NSA continues to work on its initiative to purge such data
from all relevant databases.

(U) Other Notifications

LSHASLHAID-NS A has notified the Attorney General of all consensual and non-consensual
intelligence-related activities associated with U.S.-person hostage cases.
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3. (U) Substantive changes to the NSA/CSS Intelligence Oversight Program

{U) Nothing to report.

4. {U) Changes to NSA/CSS published directives or policies concerning
intefligence, counterintelligence, or intelligence-related activities and the reason
for the changes

(U) Nothing to report.

3. (U) Procedures governing the activities of Department of Defense (DoD)}
intelligence components that affect U.S. persons {DoD Directive 5240.1-R,
Procedure 15) Inquiries or matters related to Intelligence Oversight Programs

{U) Nothing to report.




