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NATIONAL SECURITY AGENCY
LLERTRAL SECURITY SERVICE

FORT GECRGE G, MEADE, MARYLAND 207 55--6000

6 July 2009
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: {

UAAFOE0) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(L/4eH0T Except as previously reported to vou or the President, or otherwise stated in
the enc 1{}\uz<, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 31 March 2009 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6{c) of Exccutive
Order 12333,

{U/POED) The Inspector General and the General Counsel continue to exercise oversight
of Agency activitics by juspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.
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General Counsel

(U/Aaa) 1 concur in the report of the Inspector General and the General Counsel and

hereby make it our combined report.
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A1 B ALECANDER
Licutenant General, U, S, Army
iMrector, NSA/Chief, €SS
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1. {(UIF intelligence, counterintelligence, and intelligence-related activities
that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

(1) Intelligence Activities

TSRS EA-Unintentional coliection against United States (U8}
persons. This quarter, them W cz’gljmsmm{.; in which Signals Intetligence (SIGINT) analysts
madvertently targeted or collected communications to. from, or about U. 5. persons while
pursuing foreign intelligence tasking, All intercepis and reports have been deleted or destroved
as required by United States SIGINT Directive (USSID) SPO0IS.

b) (1)
) _ ‘ “Hb) (1) (b").___(3}—P.L. 86-36
{L1) Unauthorized Targeting (B)(3)-P.L. 86-36 (b) (-3_}—50 USC 3024 (i)

RSN ;Onl:bmcmms selectors foz|:|% S. persons were tasked under consen,:.uai

\.,{ﬂh,dmn before the approval process was completed. Although the] i

submitted the prerequisite consensual collection forms in |

the final approval had not been granted by the Diréctor. National Security Agency (DIRNSA)

prior 10 tasking. The NSA analyst erroneously believed OGC approval was sufficient to proceed

with tasking, and did not complete the approval process. The viclation was found and corrected
| | when the selectors were detasked. No collection resulted from the violation.

[NSA targeted a U.S. telephone number in error. The

number passed to NSA from| [was incorrect because
of a typing error. NSA analvsts discovered the tvping esror onf |thn| |
[ | Within 30 minutes. the
analysts replaced the incorrect number with the numbei | which was

obtained through a consensual collection authorization. No collection occui;cd {rom the selector
tasked in ervor.

: (b)(3) -P.L. 86-36 (o) (1)
T“ (b) (3)-P.L. 86-36
86:36_ {b) (3)-50 USC 3024 (i)

Y T'\Z.‘f‘! R
L

A Durmv t'im ra,pi Emw permd I:lvaiid foreign targets
|‘£h" nited States, T Lgs?ﬂn;-_ v rminated, and collection. which occurred in
of HLl |‘imicmus was purged {wm \%f% databases. No reports were issued.

RO ES T TV EYT ] n|_|s3i’ the[ linstances of] [the United
States. collection between| |wou1d have been avoided had timely action
been taken to research ‘Ehg, ‘idi‘u,i 's) | Although the analyst requested a review of

ie.,| |with access to the database was on sick
leave, The research ] rm caled the target was in the United States
as of | The selectors were detasked, related collection was deleted from an NSA
(b) (1)

(b) (3)-P.L. 86-36
{b) (3)-50 USC 3024 (1)




DOCID: 4165207

database on and the-analvst applied for.a research account fo reduce the risk of
future violations. ) (1)
o (b) (3)-P.L. 86-36

SO I another of i‘hc 1t0rcmenhencd col catu}n incidents. the target
entered the United States on [ e fan NSA analvst
attempted unsuccessfully[ " fon thc target selector onf |

A malfunction of the graphical uset interface application prevented executian' |
| lot any other action, Once the database was reiurned to service. the analvst Tound that

| |- Collection occurred on| [ intercepts were purged from the NSA
I ENIEEnE s vo o o 2 = SEASNE SLVA SATAY {)nD}u:axmm coltlection occurred while i'éxh&"{‘{}re ign (B) (1

NS - ' b 3)-P.L. 86-36
targets were in the United States. In all instances, collection \msigrmmat&,d and selectors ( } ( }

were detasked, Collection, occurring in -af ﬁ"iﬁ.[j]mstdmes. was purged from NSA~
databases. In| incidents, vielations resulted from procedural errors: '

oS RO SA AnNSA azmhst did not confirm that the target was
outside of the U Hiié‘{i %hne% before conducting a query of an NSA database. Although the
initial information appeared © show the electronic mail (e-mail) account|

= el L ST T T 1 HAWY ?““% T"\r"\

[T | the analyst searched on the selector on| fwithout the
prerequisite check. Another NSA analvst found the violation on | find
S noted that the e-mail account| [the United States. The query and
T eettas associated results were delfeted on| | No reports were issued from that
(b) (3)-50 usc 3024 (igoilection. . ") (1)
B _ (b} (3)-P.L. 86-36
e | a5 NSA analyst found a selector that
should have been detasked in] . |"The selector belonged 10 a foreign national
| in the United States | The selector. believed to have
been removed in| [was noticed while an NSA analyst was prosecuting
another valid foreign target. The selector was detasked onf | No collection

relating to the ULS. person selector has been found.

D) (1)
(1) Database Queries 7 (B (3)-P.L. 86-36

oA S (O I:Iou"amm NSA analysts constructed poor database queries,
amd <m|:|0f i’f‘io% occasions, the queries returned results from the database. The returned results
trom the overly broad or incom picﬁ queries was deleted, and no reports were issued. Procedural
errors contributed t@D@i the D’z jolations.

B _ |Cm NS; g_l | “(b)(3)-P.L. 86-36
dn&h s‘i faiiu:% 0 msmgi hzs d&za’mss guery with foreign target selectors, resulting in the
targeting of a U | | without authorization. With the
intention of collecting a communication, one end of which was in[__ Jthe analyst
mistakenly believed that he could query | _|for
foreign intelligence purposes. ' _
by (1)
(b} ({3)-P.L. B6&-36

(b} (3})=-18 US
(b} (3)-50 USC 3024(1i}
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by (1)
{b) (3)-P.L. 86-36
{b}{3)=50 USC

oy (1)
(b)(3) P.L. 86- 36 " (b} (3)-P.L.

e RN L IR AT . " L B (3)-18 US 98
L R faLiog Chi aom =y = i;l i."a’-‘!.‘._. e ; A;i‘iﬂﬁﬁﬂ,i MNEA {mdh st used th fCI Iﬂ:bg (3}-50 USC 3024(i)
in his search for foreign intelligence related to the 1S, presidential

mnauguration. From| |the analyst mistakenly believed that the
term typed in|-__was permissible. The mistake, found onl | was

corrected that day. No collection resulted from the query.

o f_'?"‘:»-*'-*"‘i?-”??'?'F_?.._ TQLISA EVEYY Human error resulted in the targeting of] |
e | 'An NSA analyst and his auditor
mcorrectly applied targeting guidance, resuliing in| lgueries to an NSA daiabase,

. _qg‘eries; -.’I.‘h@._ _m_i_sieiiﬁe 'pmd z.‘sced-l |que:z'}-= results, which were deleted without review,

B —CRSHSTREE O AT £y ; An NSA analyst used the tcrm linpis ©12)7F L Bems0
search for foreign| e |the
analyst mistakenly believed that tm m m typed in| bwas permissible.
The query, found by the analyst's auditor, was deleted on| |-an__d all related

collection was destroved,

o “(by (1)
86=36....

S—— (b} (3)-P.L. B86-386
AT TTAR 0% o el S AT W A LI S k.0 o WA

b RO e Y [n an attempt to locate a translated intercept, an (9 (3)-50 USC 3024 (1)

() (3)=-50 USC 3024(1i)

NSA mai\’ st searched on the| |of the transcribing linguist. The
_ iolation was found by the analvst's auditor. No results were returned.
. Sb) (1) (b} (1) -
. i e e /o) (3)-P.L. 86-36 (b} (3)-P.L. 86-36
{U) Detasking Deiays-._ el Rbherm e PRI (b} (3)-18 USC 798

{b) (3)-50 USC 3024(i})

=R . [telephone numbers remained tasked after an Attorney

. General authorization had expired on e The NSA analyst detasked the
[ Eetectors] [ Ibut was pot aware of

- | The violation was identified on Lt.Iand the
selectors were detasked the same day. No collection occurred between] |and
| A review of the incident resulted ina change in operating {_}I_‘_(_}f_??d@f.f-‘.s,.. T

. tb)(3)-P.L. 86-36
- The selectors ﬂ'i':lm tid foreign wrgeis tctskuﬂ / |
were not removed from tasking when they were approved for targeting S under jt
Foreign Intelligence Surveillance Court {FISC) (}zd{:ﬂ:‘zgl Lonsuqucntiy the targets’

communications were intercepted| Jafter they entered the United States in
2008. ihzs oversight was found during a selector review| | The selectors
; A5k fon] | NSA analvstshave not found

[collection on the targets since they entered the United States,

'(b)(3) P.L. 86-36

oS AT TS Unintentional dissemination of ULS. identities. There
W“QI{;‘D mstances in which SIGINT analysts disseminated communications to. from, or about
ULS. persons while pursuing foreign intelligence tasking this guarter. All data have been deleted
or destroved as required. In of tiac[lm%ames\ SIGINT products were cancelled because

“they contained the identities of U.S. persons, organizations, or entities. The reports were either
not reissued or were reissued with proper minimization.

by (1)
(b)Y (3)-P.L. 86-36
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Fib) (1)
(b)(3) -50 USC 3024(i) (b} (3)-P.L. 86-36
: = fan NSA analvst failed to minimize )
%i(;i\gi b@fﬁ}g,h&,%hdr§C§t§ data with an analyst from thq Jpr3)-F.L.
The data,| included information on|_|U.S. persons. ‘[‘h{:l |
analyst was contacted on| and he destroyed the data. No reports were issued on
the disseminated data.
AR S AT Y While NSA | lanatvsts were developing
br(1)
(o) 21 4e.
{b) (31
{b) (3)
~5HNE Information shared with| - . Janatyst by an NSA
analyst enabled thel hndhwzﬁ}wwa;uﬂcaiakﬂhonbnunﬁmi“;Hxal 5. person. “On
|an NSA analyst] — ]

_ e [ Although the complete
number was not given 1o the |&nai}}st,| I,\ as suffi ucnt {0 associate
it with the owner, who is a U.S. person, :

.hthq[lj

7toa(1)
* (B (3)=E. L. 86-36

(L) Report Cancellation Delay

SEREcaicans e | an NSA amixs@ fearned from| lthat a valid
foreign target held dual | Jand LIS, citizenship. f\!thouoh the sclectors were detasked on

| bind coliection was purged from NSA databases. [ Jreports generated from the
unauthorized collection were not cancelled unti The delay n report cancellation
occurred because of a miscommunication between two analysts, Each believed the other was
going to cancel the reports.

(U} The Foreign intelligence Surveillance Act (FISA) (b) (1)
(b} (3)-P.L. 86-386
(b (3)=50 USC 32024(i)

(U) Unauthorized Targeting

S Between|
a@mia; after the FISC Order, | |hdd expired. Durmn mulmt \L,k,ctor Sn.,rt,cnmg- an :
NSA Team Leader noticed that an e- -mall selector had not been specified on the new| |
Court Order] I The selector was removed from| |and iasking on

[ [and related collection was purged from an NSA database on | |
No reports based on unauthorized collection were issued.

"Eb][l]

|’\4‘% A tearned zlm a \ F IS( -(zpprm ed sdcctm| |
|-¢ollection s pecialists anaiwcd the selector metadata
to determine that| |

| | The selector was detasked on| and mi'icciiun from| |
was purged Trom NSA databases the same day. 1o reduce the risk of a recurrence. oversight

'|~||l|

(b)(3)=-P.L.
{b) (3)-50 USC 3024 (1)

(B) (3)-P.L.

86-36

b} (1)
b} (3)-P.L.

(b) (3)-50 USC 3024 (i)

86-36

86-36

86-36
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'"|r||'||

>.L. 86-36
[mj[j]—q” Usc 3024(1)

procedures have been modified to inctude|

Ho) (1)
{b) (3)-P.L.

ge=-36

O Joceasions, collection {.nmmuuj ai[{,ri ES( orders|

expired,

violations were i‘iOidiLd or] |£Q_ a ma_i_i_umtmi; bet

weer]

selectors wmmmd after ihi., FISC] |€‘.0i;rz Ordér expired on

| Collection

between| Yvas purged from NSA databases

were retasked undu the FISA Amendments Act (FAA)]

The selectors
Certification

| | ke FISC [ |Court Order expired on |

Collection from[  |electors was purged from NSA database on

—_ . ) ) 86-36
MRS SN N SEN |a NSA cmah at qucnuj an \18 \ dam Iase ﬁ)r
ntelligence on a U.S. person for a period not covered by FISC Order, : i the
order was signed and effective as of] |tha. analvst gueried back 1«
The analyst terminated his query and deleted the results on| |when he recognized
his mistake.
b) (3)-P.L. 86-36
b (3 g usc 08
(U) Business Records {ﬁ&} Qrder 86-36 (b) (3]-50 USC 3024 (i)
(b)) (3)-P.L. 86-36

the|__ [sclectors used in qmm.s only

Di‘zdd been apprmtd under the reasonable drhulldiﬁ
suspicion (RAS) standard, Alt Ewagh the numbers were associated with a foreign target. the
selectors had not been approved for call chaining in the BR FISA data. The analyst did not know
that approval must be sought for BR ﬁi’*‘E.‘SAI:lcali chaining. No data was retained, and no
reports were issued.

A On 9 January 2009, an NSA analyst violated NSA call-chaining procedures when
he iri&d‘% ertent] y did an extra hop, or call-chaining expansion during a BR FISA chaining event
resulting in four call-chaining expansions or hops. The Court order prohibits more than three.
tmmediately, the analyst realized four hops were processed, and he deleted all of the results,
which were foreign.
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{11} Update o previous report

g S C‘}'""\'

SRS As reported last quarter, on 15 January 2009, the Department of Justice
reported to the FISC that NSA had been using an “alert list” to compare incoming BR
FISA metadata against 't@i@phme numbers associated with counterterrorism (CT) targets
that NSA had tasked for SIGINT collection. The Agency had reported to the FISC that
the alert list consisted of numbers for which NSA had determined that a RAS existed thdt

the numbers were related to a terrorist organization associated with[ |- B

subjected to a RAS determination. Analysis through call-chaining was not performed
unless the number met the RAS standard.

()

NSA suspended the compdnwn of BR FISA metadata
déaiz}si{ T target selectors, and in the conduct of a comprehensive review, NSA
identfied other processes used to query the BR FISA metadata that also did not conform
with the Court’s orders or that were not fully explained to the Court. The review also
identified some manually entered queries that were noncompliant with the Court’s orders.
None of the compliance incidents resulted in the dissemination of any reporting from

NSA to any other department or agency, Upon discovery of these compliance incidents,
NSA immediately made changes to its processes to ensure that the Agency is handling

and querying the telephony metadata in accordance with the Cour’s orders. The
corrective measures include implementation of controls that prevent any automated
process from querying the telephony metadata NSA receives pursuant to the Court’s
orders and which alse guard against manual querying errors.

A P LNl N Nk

CESHANET The Department of Justice filed preliminary notices of compliance incidents with

the FISC on 15 January, 21 January, 26 January, 2 February, 25 February, and 31 March 2009.

The FISC issued an order on 5 March 2009 allowing NSA fo continue to acquire the BR FISA
metadata but imposing further restrictions on use of the data until the completion of the
government's end-to-end system engineering and process report. The report will include further
information on steps to remedy arcas of concern, oversight efforts, and minimization and
aversight procedures to be emploved if the FISC allows resumed regular access to the BR FISA
metadata,

(1) PenfTrap COrder

(L) Nothing to report, L
“biA1)
o (B)(3-R. L. 86
(1) The Protect America &e‘% {_ﬁii-?&&} (o) (3) =507,

J\

’*f“ 24 (1)

LSS R T O H A Y } A delay in the review of { mtcrcept C{}mrzbuted to collectionona
target while he was in the United States, The selector was tasked under PAA

| Certification] | onf | but not checked by the analyst until
the United States. The query results were deleted onl [ No reports were issued.
B (1)
) (3)=P.L. 86-36 (b) (1)
(b} (3)-P.L. 86-36 o 5ot B6-6

3
798

C
{b)(3})-18 USC

(b) (3)-P.L.
| Ftowever, the majority of selectors on the alert list had not been  (0) (3)-50 Usc 3024(1)

B6-36

(b)(3)-P.L. 86-36
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(e {.‘j'}-._.]);"l":-. gb=db.. IR RP LT Y o) (1)

o E{)i SECRETTTCONTNTINOT Ul'i\ T Ry (3)=P. L. B€

o (+]

{(br{3)-50 USC 3024(1i})

4
[

A AR ELNE FRS 3 o

e L ”’“ . J sa i}z,mzw atasks ngzs,wrd re VIEW] NSA
anatysts learned ihail__lmrvrui sclectors had been tasked under the wrong authonity. The
selectors, tasked on| e bhad been tasked under the PAA] |
:lmsta,ad of the FAA] " krertification 2008, The| [selectors were
retasked under the correct a,t,mézcaimn on| | No collection was purged because

the two certifications share the same minimization rules and database storage protections. No
reports were issued, “Yb) (1)
;b; {(3)-P.L. 86-36
FHuman error resulted in the targeting of a dual U.S. and | |Lit1?ul after

an \% % analyst learned of the dual ,;tszmshid | The a-nalvst failed fo dut_asi«:

the e-mail address while he pursued through

an FAA 704 authorization, When this process weakness was identified | | the

selector was detasked. No collection occurred during the period of unauthorized targeting, and

no reports were issued.

(b} (1}
() The FISA Amendments Act . (b) (3)-80 UsC 3024 (1)
{3)-P.L. 86-36
(L7} Tasked under an incorrect FAA Cer‘t%ﬁca_t__i_gm {31750 UsC 3024(1)
SO AR A ")urmgq a tasking record rev mw| NSA
analysts learned that a mm ot selector had been tasked under the wrong dulh()i’i(\ The selector,
tasked on had been tasked under the F AA| [Certification
| [instead of the FAA | The adumr was retasked under ihL

correct certification onf I?\G collection occurred.

\\\cfjf“‘ i

|'|_Jmo stdth muduﬂs were ;dumﬁcd
An NSA dnaimt dm*m ered that a selector had been tasked under th"'_ wrong authority from
| | Another analvst tasked a selector: under.the wrong
authority from | Both sele ectors had been tasked uride
FAA | [Certification[ Jinstead of the FAA[_Certification[

Bi(1)
(b)(3)-PAL. 86-36

Vs sl IHI AL ST SR

CHSASHRETFO-BSATV YT A selector for a foreign target was mistakenly tasked]

I
Apparently, the analvst used the wrong ..
| |-"-I'-hc.err.0_f was overlooked by the tasking review team. The
selector was removed from] bottection when the problem was identified |
No collection occurred. e —

(b)(3)-P.L. B8&-36

TS SIREE TOHSAFYEY Yy Puring a tasking selector review| [NSA
analysts learned that a target selector had been tasked under the wrong authority. The selector,
tasked of -had been tasked under the F /\A|_|{,gmf' cauonl___lfinﬁcad of
the I f%z%.| |( a,,mf cation] ] The selector was retasked undu the
correct wrimca‘ium onf | No.co E Lilon m,t.,urred e

(b)(l)
{(b)(3)-P.L. B86-36
(b} {3)-50 USC 3024{1i}

> L. 86-36

TUDP SR TN ANOFeR

B
!
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ib) (1)
{b)(3)-P.L.

1 . ; {b) (3)-18 US
{11} Unauthorized Targeting 1) (3)-50 USG 3024 (1)

SR iraearn s e | without FAA 705(h) authorization, an NSA _i._nt_crn.qua-:z-‘i-cdlz
| T [tarpet who is 2 15! ¢ifizen to determine
- whether he was stll in| — Jthel bbtained from the search was deleted
o o |"Noother collection resulted. The intern has completed additional formal
" training on database queries and has been assigned to work with senior analysts. _—

o 86=36

8 b)) (3)-P.L. 86-36
SHEHES Colfection occurred)| hot specified on the FAA 705(b) authorization.
| T |am NSA avalvst found thatan] Jtaskad
the target onl | The tasking was based on 4 [eport that
_ mentioned the number belonged to an unidentified associate of a counterterrorism target. The
ldetasked the selector and purged all related collection from NSA databases on (1) (1)

(b
(b) (3)=-50 UsSC 3024(1i)

) (3)-P.L. 86-36

¥ Human error resulted in the targeting of 2| Jon|
| AnNSA analyst incorrestly] |and tasked a
selector under the FAA I_Iﬁf'er‘éif“zcaii(m( In addition to activity fond
the selector was| Jihrough daily due diligence reviews of
selectors. The selector was detasked o [ -

(U U8, Person Status

{b) (3)-P.L. 86-36

FRSHSHAES On |‘a'1*z_:'_Ef;"_}’-if'k-ai;siii(és‘%zgd..iargét_ was using an e-mail address that
| | The selector was detasked on) fand collection was
purged from an NSA database onl |'Whi.ic researching the event, NSA analysts
found that the target was n the United States on| | The event was
not immediately found because of a software error. A software modification was implemented
on| |t correct the problem. Noreporting occurred from the unauthorized
collection, o

¥ O fan ¥ AA-authorized target was using an e-mail address that

| The e-mail selector was detasked on[ — | No collection

resulted. Additionally, the analyst learned| _ _ e |
| [that the target possessed a LLS. passport. in conflict

with the results of a previous NSA status request | natre
citizenship. A second request to| ;

STicanasnesi [nsa analysts learned that an FAA-authorized target was active
in the United States on] [Fhie e-mail selector was detasked on|
Although appropriate actions were taken to purge the data from NSA databases. the time taken to
complete the action exceeded NSA's seif-imposed goal of purging data within five wor ng davs.
No

(3)-P.L. Bo&-36

reporing occurred,
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(U} Detasking Delays

CESFST R FO-H5AE9) Human error caused a three-day detasking delay. which resulted
in collection while the target was active in the United States. The request to terminate the
FAA-authorized collection was submitted onf | but the selector was not detasked
untit| | ‘The analyst did not I "1‘1?1(.-1'Lsuith'1£, collection
was purged from a NSA database on

(b)(1)

unauthorized collection. (b)(3)-P.L. 86-36

Pl TR BTl WEN R Bl P e A € B R kW & el W /\‘

RS RO AT S ; An NSA analyst-did not detask a targeted telephoenc number

when he discovered the telephone number | |

Trying to garner intelligence on a target authorized by FAA 705b docket| | the analyst— Egggip | 636
kept the number on tasking to obtain information on the target’s| |-The (b)(3)-50 USC 3024(i)
sclector remained tasked] when the analyst was directed to

detask the selector. No collection occurred during the period of unauthorized targeting.

tbl(3)-P.L. B86-36

RS RETTO AT YT A judgment not to Iu.suitcd in

collection of a foreign target while 31&?: was in the United States. An NSA analyst bebieved thata

routine detasking reguest submitied on| Iwould becompleted privr i ) Egggg_P | 86.36
target's he United States onl | The anatyst was on n sick leave -

and was not able to verify the detasking action. The Dnmrccpts
obtained while the target was in the United States were purged from NSA databases on

e L F R I e TeY A T TR

O ESA TS Hluman error resulied in the pursuit of an FAA 704-guthorized
target while he was in the {.}mla;d States, |

| [the e-mail selector remained tasked| |-
| I The dnahsi Imm t}:u,

1‘€-Sgaonsibiel kai%i office was in training during the target
ltrip-to the United States, ii}a., analystrecognizéd the mhtdkt, <m|
Noeotlection occurred as a zu;uil 01 the v iolation.

_ 3 A selector was not detasked during a tar Oe{ 5| T [visit to a United
%mm iuiiiom NSA feamed of the travel onf |and detasked the selector on
[ | Collection occurred before the selector was removed from tasking. That
collection was purged from an NS A database on| | N.o__reporting occurred.

TS A miscommunication between two NSA analvsts contributed 10 u:ilu,non on a
imuun target after he entered the United States. When the anah—-sls lcdrncd

ht“i;u'illité“'&idttﬁi"(}ﬁl .................................. I @:j'i:li"dlldi\»’
callection for the duration of the visit. The mistake was fmmd| |and the Sdcc:m _
was detasked onl |'\,\{:n: purged from the
NSA databases.

(b)(3)-P.L. 86-36

LRI I ETGE SN T ks W i N A .Y b Y

Tor o REEFOU5ATTYE S A communication problem resulted in delayved removal of
n FAA selector from tarpeting while the target was in the United States. | |

—ORSEERETCONMINT T NOF ORN
G
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to the United States of an FAA 702 authorized target. The report requested detasking of the

selector bei‘brq |18 o selet : Eggggp L 86.36
detasked before the e-mall sefector] to-the United States on -
| “The error w as identifiedon| | and the 5{-;_1_;;;;1‘0‘{‘1,\;'55 detasked on
[ Collection did not oceur from t u,l factivity. e
I - b))
' (b)(3)-P.L. 86-36

T Research of an incident revea ed| | ®d-18usc7es
soon after the selector was tasked for wiiectmn| | According to NSA (b)(3)-50 USC 3024()
procedures, a target analyst should have detasked a selector when the collection dc;mmetmted a.
lack of useful intelligence. Subsequently. the e-mail address] e
[ 1'The selector was detasked on] [ No coliu,uon on the tar s_ci was found in
NSA databases. No reports were issued.

o))
(b)(3)-P.L. 86-36

{U) Dissemination of FAA Data

; IR R) (3)-P.L. 86-36
| funmi mmzzed collection was forwarded to " et

[A s sciguor.“»\_d.s_;_mt minimized in an analysi-to-analyst

exchange. When the violation was zdcnt;ﬁz.edﬁ the message was sucoessfully recalied on

{UJ) Destruction Delay

o)1)
(b)(3)-P.L. 86-36

T ULS, person data was miaz;‘icdefmc an ] \SA andi\, st purgu:l lh{.. ddta
from NSA databases.The target, believed 10 be foreign at the time of taskingor] ]
was found to be a 1.8, citizen in] | The analyst intended to
request authorization to retain thel |calls collected but did not pursue the request. The
collection was purged from NSA databases| | No reports were issued.

(1) Other 1) S B)()
(b)(3)-P.L. 86-36 e (b)(3)-P.L. 86-36

(U} Unauthorized Access e : 7 (b)(3)50 USC 3024()

e [ an NSA anafyst enizslcd the help of another NSA analyst for
translation assistance. In doing so, FISA data was viewed at an NS’\I:lsm not authorized _i_r_;{b "

._______;_E:‘i_e data. "_i_“%w‘Zlana yst recognized the mistake and deleted the data. T (b)(3)-P.L. 8636
P.L.E65 36 e (0)(3)-50 USC 3024(j)
(CrRTE Ek} ‘{"Sﬁ FHE A ew]y- ~greated| o fwith no
established authority to conduct SIGINT. attempled to obtain such authmﬂ'«, by mappropriately

using a parent organization's SIGINT address to xﬁonsvr analysts o | NSA

authority and directives were bypassed by NSA deleted the SIGINT database accounts
of the | | and zmmzcu.d:lnn proper access procedures,

WS

L) An NSA supervisor mistakenly granted SIGINT database access to a person not
auihwzzud for access. | A
[ Janalyst detailed to an NSA Cryptologic Center accessed NSA
databases, E‘hel fnmi‘y st's NSA superv zwr did rm{ fu}im» the doumzcmud plOL >ss for

(b)(1 )
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)
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et o s s e (b)(1)
FOP-SECRTF P COMIINTTNOUTORN (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
database access. Access was terminated| | While the[___ Jemployee had
SIGINT database access, he was compliant with the intelligence oversight training mandates.
|_' 1(1) o ) {g}{;] P L 86.36
(LU} Improper Storage rismE b EEmI0 e Ebifai 18 USC 798
_ (b)(3)-50 USC 3024()
AR O-EEAD FIS A data was not afforded the proper protectmn because of an
oversight during a research and dev ai@pmam effort. NSA researchers did not include FISA data
in the developrment of | e |so software to pmpu Iy label FISA data
was not built into the program, | |
| [The mistake was correcied | | I b 10
— — N o — (b)(3)-P.L. 86-36
researchers with access to the data were cleared for FISA access. .o
lan NS A ;ma.}vst entezcd .S, identities in| S B)E)-PL 8636
[This security violation was discovered by the Chief of £he| |
| fhe chief
deleted the entries containing U8, entities and confirmed removal Imm thx,l |
No reporting or dissemination of the UJ.S. entities occurred. ;
U -
{UY improper Data Transfer (b)(3)-50 USC 3024()

7 Humanp error resulted in the introduction of ULS. person selectors in a software

U%iddﬁ fest, | lan NSA contractor used unminimized SIGINT collection to
test information transfer between two NSA systems. The data was to have been minimized
before it was sent from one system to the other. During a system check| |
the mistake was found and the files w c,r%. pur ged the same day.
o . I_L._I. |_'I )
{{;) Minimization (b)+3 ]..—I:'.I.. 86-36
(I STTRE T Fer s 1 an NSA technical director identified a
ossible weakness with the minimization of FAA and PAA data| |
bdnd related graphical user interface have been disabled pending further research, The
NSA Inspector General will track corrective action through completion. (b)(1)
= - (b)(3)-P.L. 86-36
) (b)(3)-18 USC 798
(1)) Premature Access (b)(3)-50 USC 3024(i)

PN ”Hﬁ‘ P s

S e T oAV E T rAccesses to sensitive NSA databases were not terminated when
E\ SA analysts were assigned to work with t’ml
The NSA analysts accessed the databases periodically from |

Access to unminimized and unev a,iuﬂcd SIGINT by ?\Sf\ analysts was approved for that
location <};}| |

T T D BT Ty 3T e et e
{ES‘.’.’%_“? L B 3 A

dditionally, NSA analysts working with thc|

| - werg accessing SIGINT databases without authority. '\LLL‘SSEb}{a} 50 USC 3024()
~which NSA &I}d}‘v sts had since |% a:_;_i_cgz_r.z_unated| | while the  ®)3)-P.L 86-36
rf:qu{,ai foz rﬁ.m\a uj amcss was-processed. In a second instance, a similar access incident

- INSA at.lal.y.r;{s--ail had aceess to

b))
(b)(3)-P.L. 86-36




DOCID: 4165207

TP RO R T O RESNOROR N

SIGINT databases without the proper approval. Analysts are prohibited from logging into the
databases while the access approval is pending. In both instances, the requests for access had not
been completed by the parent NSA organization. o))
'  (b)(3)-P.L.86-36
(b)(3)-50 USC 3024(j)

T T

CTRECTOUSITTVEYTA software error vesulted in premature apprm ai to ﬂLLLS‘- FAA and

PAA data in an NSA database. The NSA/CSS| - - |is
authorized to approve requests for SIGINT database access; winit the ’SH) Appr{m,s access to the
| | While approving SIGINT database access, a

software error enabled | Epprm al-by the This weakness was
identified, reported, and corrected during an cess Teview| An
examination <>§| |a ceesses revealed that one analvst haci access to] : |
| | ihc andhst d;d nm

pubtish reports containing FAA or PAA data,

“"""(b)(n
(L)} Unauthorized Access (b)S)-P.L. 86-36

(L/AOTT During the quarter, an analyst’s access to SIGINT databases was not terminated by a
Cryptologic Center upon completion of temporary additional duty on one occasion. Although
the analyst was cleared for access, losing organizations must terminate access sponsorship, and
the gaining organizations must sponsor database access. This mandated practice is an oversight
internal control,

(1)) Computer Network Exploitation (CNE)

LSS RO STV T I'
) o)
[ (b)(3) -P.L. 86-36
(b} 3)-18 USC 798
(b) 3)-50 USC 3024(i)
ﬁ i
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TOPSTECRTTHCOHNFANORORN

I(b)(1

3)-P.L. 86-36
3)-18 USC 798
3)-50 USC 3024(i)

(o)1)
(U) Dissemination (D)L 8636
' | (b)(3)-50 USC 3024{|}
s L e
STREL TOOSL AUSTORRINZE] IJ\SA terminated| . |
| | While rescarching the problem, NSA recognized and rectitied

weaknesses with additional oversight internal controls. Spccii‘ical_{}g steps were taken to verify

USSID SPO018 training for the account holders. ensure auditors are assigned to each analyst,
to block known U.S-person information,

fimited access was restored T vas restored on

| data that was not releasable to] |
e-mails were deleted upon recognition. Computer Security Incident Reports were submitied to
NEA.

(SIS REE TOHS AT

I T — 1 {E)gg R
| " e “(b)(3)-50 USC 3024(i)
W SRR RO A Y n|_|m‘siancu; N‘w\ 4nalvstx| |’_¥'ﬁﬂf
contained U8, person mmrmaﬂ@n tothe[ |
| | {n the i;rstl_lzmmncm which occurred ou| |a
N The[ Jinstance occurred on_(b)(1)
o Twhen thef was in the United States. - The ﬁ)‘m—- 86-36
..... dcs%z“m ci’a *{h'e intercept and notified NSA of the incidents. Dt>)-18 USC 798

(b)(1)

o 86 36 (b)(3)-50 USC 3024(j)

HalFIak Ny

B o - .m,,mi'L PSR containing
LS, person information was|

b)(1)
b)(3)-P.L. 86-36
b)(3)-50 USC 3024(i)

when collection way| [AT . mal»st noticed
the U5, person information[ ]
| [ NSA] [has begun
working with the] [0 anbizsh iormai procedures for hdnd}mo U.S.
person information.

{(b) (3)-P.L. 86-36 (b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
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(L) Counterintelligence Activities

(L)) Nothing to report.

(b)(1)
(b)(3)-P.L. 86-36

(U} Intelligence-related Activities {?}{3}'50“3.9_3024{”

_ =1 To reduce the risk of unauthorized telephony cnii{,ctmn and prev ent'y jolgtions, NSA
Hlbiii{&i{,d a process to give analysts greater and faster insight into a t,.ngcts location”

| | When collection occurred,
1t was purged from NSA databases. oxt)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024())
| NSA apalysts found thafl  Je-mail selectors] |
[this quarlcr Collection

that occurred in]__ pf ‘ih{,um%dmm was pm ﬁu f; om ! \%A databases,

:’f 3k L AP W A0 € P S vkl i sk AN

AR EHATTY Y Although not \mia‘;i{ms of? ()
NSA/CSS rapozt.s;l:hnswzmx i which datab
no longer required. Once identified, the accesses were !.ermmatui‘

o)
(b)(3)-P.L. 86-36

FESFSFREEFOESAFYEYS Collection oceurred on UL.S. persons because ole
with thel

|and the 'data(b)(”
cotlected as a resuit of the malfunction was purged from the database. (b)3)-P.L. 8536

(b)(3)-50 USC 3024(i)

2. {UIIFE FNSA OIG Intelligence Oversight Inspections, investigations, and
Special Studies,

{(U/F6Hn During this guarter, the OIG reviewed various intelligence activities of the
NSACSS to determine whether they had been conducted in accordance with applicable statutes,
bxecutive Orders, Attorney General procedures, and Department of Defense and internal
directives, With few exceptions, the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

(Lot NSAJCSS Threat Operations Center

(L/FOT0TAn NSA OIG inspection found that the intelligence oversight within NTOC is
appropriately managed and compliant with standing regulations. NTOC has established effective
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e . . (b))
TOP SECR B OO OHER 7 (b)3)-P.L.86-36
. (b)(3)-50 USC 3024(j)
management controls 10 ensure that| | dﬂth()}'lth,b are properly

excented on the NTOC operations floor. Based on training statistics reviewed. the inspector
tound a 95 percent rate of compliance for intelligence oversight training.

(L2066 Alleged Unauthorized Disclosure of Classified Information

(o)1)
" (b)(3)-P.L.86-36
SHSEA) The| | ()3)50 usc 302405
is mnduum g an investigation into the release of a SIGINT report to an| |1n1dizszencc
officer before the report was sanitized or vetted for proper release. The data disseminated
| included NSA data that is potentially a signtficant compromise of SIGINT- b))
capabilities. The OIG will track this action through completion. (b)(3)-P.L. 86-36

(1 )Cm@gsemmmé, 108, and DNI Notifications.

(B +3)= P. [ 36-36

; [NSA/CSS notified the Majority Staff Director of the Senate
“EQELCE Qommmu on Intelligence of the process 1o resolve the Business Records matter, provide
additional information 1o the Committee on other matters that have been addressed previously 1o
the Committee, and to notify the Commitiee of one additional matter which was only recently
identified. A copy of the four part notification is included as an addendum to this report.

3. {U) Substantive Changes to the NSA/CSS Intelligence Oversight Program.

(L7} Nothing to report.

4. {U) Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, or intelligence-related activities and the reason
for the changes.

{L1} Nothing to report.
5. {U) Procedures governing the activities of Department of Defense {(DoD)
intefligence components that affect 1.8, persons (DoD Directive 5240.1-R,

Procedure 15} inquiries or Matters Related to Intelligence Oversight Programs.

{Uy Nothing to report,

A 1‘1"\-1 LSSt alalsbhd
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