NATIONAL SECURITY AGENGY
CENTRAL SECURITY SERVICE

FORT GEORGE . MEADE, MARYLAND 207556600

2 June 2008
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT:  (U/A8H6% Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AeB6-Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 31 March 2008 were unlawful or contrary to Executive Order or

Presidential Directive and thus should have been reported pursuant to Section 1.7.(d) of Executive
Order 12333.

(U/AST6T The inspector General and the General Counsel continue fo exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

//map od

GEORGE ELLARD
Inspeeter-Lieneral

__..--"(b} (3)-P.L. 86-36

{r,— VITO I. POTENZA
General Counsel

(U/FOB6 1 concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.

Lieutenant General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report
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1. (U/FEYS) Intelligence, counterintelligence, and intelligence-related activities

that viclate law, regulation, or policy substantiated during the quarter, as weli as
actions taken as a result of the violations.

) (1)
1 (b)(3)-P.L. 86-36
(U) Inteliigence Activities E; 53;—9.1.. 86-36 (b) (3)-18 Usc 798

(b) (3)=50 USC 3024 (i)

O O DT T T I A Sl AR STV RTFEYN

SRS A A-EERNAD __Uni‘h"tentiana! collection against United
States persons. Ijlinstances in which Signals Intelligence (SIGINT) analysts
inadvertently collected communications te, from, or about U. S. persons while pursuing foreign

intelligence tasking were reported this quarter. |

| all collection has been terminated. All intercepts and reports
have been deleted or destroyed as required by United States SIGINT Directive (U SSID) SP0018,

T ~

— 5 i

() (1)
(b) (3)-P.L. 86-36
)24 (i)

| No reports were

- ISSUed on e iercept.

SHSHREE There were -ins__t_an_ces of ﬁﬁi’ntentiqnal collection resulting from poorly
constructed database gueries. All results were deleted from

S SR On'Dnccasions, targets initially thought té"bé"i.egitimate and foreign were found to
hold U.S. citizenship or permanent resident status. In one ins{a'hcei,-r_l__tcrccpts were retained
and reported as authorized by USSID SP0018 because the calls contained information related to
criminal activity. The remaining collection was deleted from the database for audio;
and pre-release transcripts.

S AT On | | the NSA[
foreign target held dual U.S. and
detasked. A

_|learned that a
: citizenship. The target’s selectors were immediatel y
retroactive and future dissemination waiver was granted by the Attorney General on

(b) (1) v
(b) (3)-P.L. 86-36 Eb123)_P'L' be ae
(b) (3)=-50 USC 3024 (i)
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il
(b}(3>—_?-,“86<3§_
—SHstmen On[oceasions, tarpets |the United States. Another

legitimate foreign target was found to flave an address in the United States. In ail instances the
coliection was terminated.

—FSHSHRER] [an NSA analyst learned that a targeted fore ‘eign e-mail

account| lthe United States on] | Detasking was not

accomplished until] | This[Jdav delav was the result of human error. The

analyst did nof Thme vma no \.&}HCC{]OH

between | | (b) (3)=P.L. 86-36

o3 SISEE l3024{1)

b (1)
(b) (3)=P.L

all of the selectors attributed to a target] 1
| . when NSA analysts learned of the] ]
the United States. | fin the United States was identified onl | Seloctare

were removed from collection systems ogl

—F5#58 On[Joceasions, targeted telephond

|"in| |instaaces, ii}é

numboers were removed from tasking and the intercept was deleted.

“Tb). (1)
() f'%‘l L. B6-36

[were inadvertently targeted during[__]
Unknown to the system testers, the[_|selectors were awned by

a US| fand should have been removed prior to the query. The analysts removed
| |imm tﬂe quew a.nd du,ck d the remaining selectors to av oid ;uture tc,szmp
"mstakea . {b) ( ) (

(b) (3}—P L. 86-36 (b) (3)—P L. 86-36

. . debeeen ) USC 3024 (1)
ASHRFEFOTSAFVETYA software problem resulted in collection on a smc_(,l

| | The software [

was turned off{ [When the violation was recognized. It was returned to service

| |dflcr the problem was diagnosed, corrected, and tested. All related collection was
purged from the database and related analysis tool.

S0 |prmr to approved consensual collection. an NSA analyst
quencd on'a U.S. telephone number retroactively | The analyst

did not understand he could not search for data prior to the consmsml w]leclt(m authorization
da{r: The query and results were deleted the same day.

(b} (1)

(b) (3)-P.L. 86-36 ‘
(b) (1) (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36 A D O T N T T T ]
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(b) (3)-P.L. 806=36..
(b).(3)-18 USC 798
(b) {3)-50 USC 3024 (i)

“(b)(1)
(b)(3)-P.L. 86-36

|v\ 111(, rmeanhm §

8 | an NSA analyst uncovered the name, address.
a U. S. person. Two and a half hours later, when the analyst learned of the unintentional
collection, he deleted all data related to thc U. S. person. The analyst terminated

|:| cancelled the database queries, and discontinued analysis.

f

(h)(3)-P.L. 86-36

~ :
3 )k

{b) (1
' (b)(3}—P L. 86-36
SHSHAE The Protect Amﬂrlca Act of 2007 {PAA). There wereDPAA :m,ldmss this
quarter. In- of the incide | ]

o legitimate f(ncsgn targets, whose foreignness wa\ coni:rmed at
T in the United States. (b) (3)-P.L. 86-36 -
(b} {l)

(b).(3)-P.L. mlluman error led to the pursuit of a target while he was in the Umtcd States between
R | Although the target sele Lt01q| . -
[ . I imex‘,{.}')m
were deleted from the database and data management system when the wolamm W9 4 (]Cnliﬁ:"(i
| | No reporting resulted from the L()llt‘(,ﬁO”l

(b) (3)-P.L. 86-36
' (b) (3)=50 USC 3024 (i)
—SA5HANT Collection continued during a target’ s vmt to the United States because of 3 file-

problem. Although the selector |

[-L__Iinfercepis collected 0n| |were purged from the database when they were

1dc,11t1{1f,d| | A temporary solution of system checks has been implemented while
thc permanent resolution is addressed. b))

(b)(3)-P.L. 86-36
| a translation mistake resulted in collec (R)(ﬁ) 18 USC 798

(m a. Idi‘"u! whllc he Was in the United States [

I'he violation was recogmzed| | The rusulimgl intercepts were deleted from the
database and the voice |management systen The selector

was also removed | fon the same day. “(b)(1)

P (b)(3)-P.L. 86-36
On two occasions NSA analysts- tdsked _ naz? selectors that had

|thc selactor% were nvahd and no collection
nen the ITIISidkC‘i were recognized
an T\fSA analyst learned that he had Tasked a tar get’s old
i here was no collection on that selector, and it was removed

been incorrectly typed. Tasked |
resulted. The selectors were reptoved w
respectively. Alsol
e-mail address |
from tasking|

(SHSHANEY Last quarter we renarted one instance in which a valid target was wrongly tasked from

Further analysis of the incident revealed that the target’s

b 1 —rt T = ml e oW FE AT s u BN = I
Eb;gSg-F’ L 86-36 O P S R COMINTASORORN
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(b)(3)-P.L. 86-36

e D))
O S ECRET CONMIN T NOFORY = “ |
(b)(3)-50 USC 3024(i)

location outside the United States was verified according to approved procedures at the tim

e.of
tasking, and there was no change in the tafoet’s location until ] | |_|
1 Ithe United States. | )
[ I | We also reported ail [ Jincidents

from last quarter as “viol ations,” an incorrect term, s

of the procedures designed to determine the targ
United States took place.

ince no violation of the terms of the PAA or
et 1s reasonably believed to belocated outside the

(b) (1)
(b) (3)-P.L. 86-36
(U/ASE6) Foreign Intelligence Surveillance Court (FISC)-authorized collection.

= B) (3)-P.L. 86-36
- FSHSHANFT Two procedural problems occurred| | ]
[ Jorwarded Foreign Intelligence Surveillance Act (FISA)
data to unauthorized NSA| | 10 both instances the analysts immediately deleted the data

and educated l.hcl (b) (1)

(b) (3)-P.L. 86-36

, . . . . . . (b) $3)—50_ Usc_ 3024 (i)
—SHSHANES There were I_lmczdsnts in which the targetino of laoitimate forei gn telephone
numbers|

_ resulted in collection
of calls WITITThE Targeted end 1n the United States, Many were instances

in ail msiances, the calls were deleted immed
with USSID SP0O0OIR guidelines, and no reports were issued. Additionally, between

[(SNEEE— 1 | there were incidents in which the targeting of foreign telephone numbers

(0) (3)-P.L. RefSeas resulted in collection oF calls that originated from) (b)[3)-P.L. 86-36

|'| __I'Wienthe call origimation location was identified on those days, the
intercept was deleted from the database. No reports were issued. (b) (1)
' Sy ' (b) (3)-P.L. 86-36

(b) (3)-50 USC 3024 (i)
r. All collection

iately upon recognition in accordance

—FSHSHANEY NSA incurred vioiatioﬁéb‘nDFISC~auth0n'zed targets this quarte
has been terminated, and all intercepts have been dele

ted or destroyed as required by USSID
SPOG18. Y (1)
(b) (3)-P.L. 86-36

an N S'A': 3“‘&1)'% -;cta‘i‘ﬁéd-'éﬁ: .i'ﬁa'd'vcﬂently acquired
communication of a U.S. hile targeting a FISC-authorized telephone number.
The U.S. person had been calied from the targeted number | ]

[ | The transcript and associated voice intercept were deleted from the database
and the data management syste when the violation was recognized.

A Onl - | an NSA team leader discovered that a tarcetl |
inthe U nitc_d'Sta_tesl The query

with itsDesﬁfﬁatcd resuits was deleted the same day.

—BHSTTNSA retaine(i-é't'é_._}_o_r_l ger than the retention period authorized by the FISC.

- ~Unaware that the retention period was a condition of the docket versus a technical limijtation of
®) (1) —
(b) (3)-P.L. 86-36 L)1)
S ) (b)(3)-P.L. 86-36

? : (b)(3)-50 USC 3024(i)
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(b) (3)-P.L. 86-36

N | The data was sequestered and the court wag notified. The FISC
revised the Qrdersl . ()1

: (b)(3)-P.L. 86-36

e . . . - . . . . (b)(3)-50 USC 3024(i)

7REET Unintentional dissemination of U.S. identities, During this quarter, _
L_ISIGINT products were cancelled because they contained the identities of U.S. persons,

organizations, or entities. In all instances, the reports were either not reissued or were

reissued with proper minimization. : e ) (1)
AN T an NSA/Central Securitv Service (CSS) field site
Jearned from |

was mstructed to destroy the files. Destruction was confirmed-

. - . B) (1)
(U) Counterintelligence Activities. (b) (3)-P.L. 86-36

(b) (3)-18 USC 798

- (b) (3)-50 USC 3024 (i) |
(U) Nothing to report. %8’ ; oL asas
(U) intelligence-related Activities. _;;(b)"(;_”)-56 USC 3024()

—SHSHANEY Practicing due diligence, NSA has improved internal controls to reduce the risk {;f
unauthorized collection. As a preventative measure

2. (U/FOH0) NSA OIG Intelligence Oversight Inspections, investigations, and
Special Studies.

(U/FSP6) During this quarter, the Office of Inspector General reviewed various intelli gence
activities of the NSA/CSS to determine whether they were conducted in accordance with
applicable statutes, Executive Orders, Attorney General procedures, and Department of Defense
and internal directives. With few exceptions, the problems uncovered were routine and showed
that operating elements understand the restrictions on NSA/ CSS activities.

(U/H61e3) NSA/CSS Hawaii. Although progress has been made in intelligence oversight
training, the program still requires work. Some of the ntelligence oversight training and testing
materials contained inaccurate information. Annual refresher training was at 69.5 percent. The
database to track training for those with access to raw SIGINT databases and their auditors was
not accurate. The NSA/CSS Inspector General will update in a future report actions taken by
NSA/CSS Hawaii to correct the inspection findings. A highlight of the mspection was the

_database and Standard Operating Procedure developed b.y| |
_—|section. Th__f_:_pmced-ure has reduced the detasking time
Trom| | and has helped to prevent collection violations.

(b) (3)-P.L. 86-36
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3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program.

(U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning

intelligence, counterintelligence, or intelligence-related activities and the reason
for the changes.

(U) Nothing to report.

3. (U) Procedures governing the activities of Department of Defense (DoD)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) inquiries or Matters Related to intelligence Oversight Programs.

(U) Nothing to report.




