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MICROSOFT ONLINE SERVICES
Law Enforcement Hotline: (425) 722 -1299

Where to Serve Legal ProcessCriminal Matters

Windows Liverm, Windows Live ID (Passport),
MSN®, Xbox &ther Online Services:

FAX: (425) 708096

Microsoft Corporation
Attn: Online Services Custodian of Records
One Microsoft Way
Redmond, WA 9805@399

EMERGENCY REQUESTS

Microsoft Online Services will respond to emergency requests outside of normal business hours if the
SYSNBSyOe Ay@2ft@Sa aiKS RIFy3aSN 2 peritedinls US8) LK &
§ 2704b)(8) and(c)(4). Emergencies are limitedgauations like kidnapping, murdehtteats, bomb

threats, terrorismthreats, etc. If you have an emergency request, please call the law enforcement
hotline at(425) 7221299

NONU.S. LAW ENFORCEMENT

Microsoft has established local contacts within yoauwtry or region to handle legal process related
to Microsoft Online Services. If you are not already familiar with your local contact, pleaag the
Global Criminal Compliance team @bbalcc@microsoft.cormand you will be directed to the local
contact handling requests from your country.

All legal proces$or criminal mattersfrom nonU.S. law enforcement, prosecutors and courts must

be directed to Microsoft Corporation, One Microsoft Way, Redmond, WA %20and not to
aAONRPaA2F0Qa 201t &dAdzoAARAIFINE a ff aAONRaz2T
local contact will be able to educate you as to what local process must be followed in order to obtain
online services customer account reds from Microsoft.
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What are Microsoft Online Services?

E-mail Services

Authentication Service: Windows Live ID

Instant Messaging: Windows Live Messenger

Social Networking Services: Windows Live SpaddSN Groups

Custom Domains: Windows Lixdmin Center & Office Livemall Business
Online File StorageOffice Live Workspacg Windows Live SkyDrive
Gaming: Xbokive
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E-mail Services

What are the Various Enail Services Microsoft Provide®

A Severatifferent domains:
A  @hotmail.com
A @msn.com
A @live.com
A Microsoft also provides someantry specific domainsuch asco.uk, .fr, .it, .de, .es, .th, .tk,
.CO.jp
A Currentlyall e-mail servicecustomerdata is stored in the U.S. evérthe account
name contains aountry specific domain.
A Email accounts may be either free or associated with a paid service
A Accounts that start out as paid accounts may later become-@®@- accourts that
start out as free may laterédbassociated with a paid service
A Theefore, therecords available in response to law enforcement requests will vary
depending on the type of-enail service

Below are several examples of the paithail serviceMicrosoft offers:

{ 7 Windows Live Hotmail o

It's here: The award-winning,
next-generation version of
Hotmall.

Designed to keep you safe and
productive, Windows Live
Hotmall is available in free and
premium versions. Which one is
right for you?

Windows Live Hotmail

Learmm

Free

A whopping 2 GB of inbox storage
Enhanced secunty: color-coded
alerts for suspicious e-mail

Windows Live Hotmail Plus

Learr ore | Plan detaiis

$19.95/yr

All the goodness of Windows Live
Hotmail, plus:

o Choose the full version or the
streamlined classic version

e Choose your own colors and layout

e Preview window for all messages

e Drag, drop, and organsze at will

¢ More storage: now 4 GB

* No account expiration®

¢ No graphical ads

¢ Bigger attachments: up to 20 M8

(Switch to the full version to see all
features)
Windows Live Hotmall

Windows Live Hotmail Plus

Price Free!

$19.95/year
Storage 2GB 4GB
File attarhmoant tntal 11 MR N MR
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Mlcrosoﬁ On||ne SerVIceS Home | View all services | Suppor]

IM & Blogaging Search & Learn Internet Access Entertainment Mobile

msn."- Premium

Advanced e-mail, PC-wide protection, and more $9_95 monthly
Two months free!
Plan Detzils
Overview Features FAQ System Requirements
il |7[liick for quick demo |
Help safeguard your system with Virus Guard and : ——
Firewall Guard powered by McAfee® Security. Get iy r e e
powerful parental controls to help keep kids safe S W v s 07 R @ % wd G 3R 90
online. b i o S Sl S S e
Organize k

Stay on top of your to-do list by creating tasks for
yourself or others. Share your calendar to stay in
sync with friends or family.

Create

Design special stationery with fonts, colors and
custom signatures to make your e-mail unigue. i s Prees Eoman PRGN

Share o
- .
Share a single photo or an entire slide show right Ny o g7 <<

inside your e-mail with cool photo sharing and
editing tools.

What Email ServicesRecords areRetained and for How Long?

Email account registration records are retained for the life of the accourternet Protocol 6 & Lconéegtion
history records are retained for 60 days.

How Do | Read&Mail Account Results?

Sample Email Account Registration Records:

Created 2/24/2006 1:08:44 PM

Ii Fpain hatmail

1. criminal-compliance-training il.com
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criminal-compliance-training@hotmail.com

M:cmsm o T e

[y am— Faid Valoe
v il e caminalcomaianie-training Sactmpil com
User Info Frat Naooe
History Info Last Nae
Folders State Catfornia

3404
Emal 7
E us
Other Info LS s
Tinesone
Home Registeced fom 1P
Date Registered
gp""' feply To Address crimaal-comatan
3 Ao by
B

A All registration data is provided by the udeXCEPT for the Registefeam IP Address

A hOOlaArzylttfe GKS awS3maybénkBrRome dBovntsL In this R R NS
aAbGdz- A2y GKS dzaSNDa Lt | RRNBaa gla yz2i |
registration process.

A Microsoft retains email account registration records for the lifetbie account.

A For free MSN Hotmail and fré#indowsLive Hotmail accounts, the-enail content is typically
deleted after 60 days of inactivityThen if the user does not reactivate their account, the free
MSN Hotmail and free iWdowsLive Hotmail account will become inactigter a period of

time.

a
L\

Sample Emnail Account IP Connection Records:

criminal-compliance-training@hotmail.com

2/24/2006 1:08:43 PM
l Menu n]
P Date {Pacific} Pass/Fail
Cover Letter 64.4.1.11 2/22/2006 9:36:14 AM (PST) pass
User Info 64.4.1.11 2/22/2006 9:37:21 AM (PST) pass
History Info 64.4.1.11 2/22/2006 2:13:41 PM (PST) pass
Folders 64.4.1.11 2/22/2006 2:13:57 PM (PST) pass
Email 64.4.1.11 2/22/2006 2:14:18 PM wgpsn pass
216.33.243.217 2/22/2006 2:17:48 PM (PST) pass
Other Info 64.4.1.11 2/22/2006 2:50:26 PM (PST) pass
Home 64.4.1.11 2/23/2006 8:21:57 AM (PST) pass
§4.4.1.11 2/23/2006 8:22:45 AM (PST) pass
E Print 64.4.1.11 2/23/2006 8:23:00 AM (PST) pass
64.4.1.11 2/23/2006 8:23:42 AM (PST) pass
64.4.1.10 2/23/2006 12:42:43 PM (PST) pass
64.4.1.10 2/23/2006 12:43:56 PM (PST) pass
64.4.1.10 2/24/2006 1:00:54 PM (PST) pass
64.4.1.10 2/24/2006 1:01:23 PM (PST) pass
64.4.1.10 2/24/2006 1:05:34 PM (PST) pass
64.4.1.10 2/24/2006 1:06:46 PM (PST) pass
64.4.1.10 2/24/2006 1:07:02 PM (PST) pass
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SN

A hOOFraArz2zyltrftte GKS atl aakCrkAaté O2ftdzyy gAft Ay
indication is presentf means the user logged in from thevw.msn.comhomepage.

StoredE-mail Recordsor MSN Premium Customers MEI' = IﬂbD}(

M © storage: 0%

A aAONRA2F (G Wa aeé a-mdlvauseRhfs
elected to maintain in the accouniTherefore the Folders on MSN
only emailsprovided in response to legal process L Inbox (48)

seeking stored nail content will be thee-mails (L@ sent Messages
AG2NBR Ay (GKSa80ai RENRA | [Frrashcan
_ account. » | L F urk E-mail (1)

A Be aware that users may also storenail content

. ~ 9 N Folders on your computer
2y UKSANI O2Y Lidicresainall ndf |

. < PR . . EStDred Messages
be able to disclose-¥ I Af O2yuSyu & (3 Drafts
computerc only email content stoed on Foutb
a A ONE &ndaif derQeiis, & > e

ﬁﬁent Messages

ETrash Can

Additional Tips:

A Within the available IP records, an entry could exist that belongs to Microsoft services due to
internal configurations¥wS3A AGSNBER CNRY Lt Q FRRNB&aasSa 2N
that are in the blocks of 65.54.xx.xx (MSN Hotmail) or 207.68.1720Xx46.237 .xX,
65.54.198,xx, 64.4.55.XMSN Mobile) are from Microsetiwned servers, but they do not
provide anyfurther information which relates to the user.

ALT GKSNBE Aa Iy SyYyiNER 2F MOMOMPM 2N HODOH PH DH
generated line item. The 1.1.1.1 and 2.2.2.2 entries are not generated by user activity.

Specific questions oabe directed to the Global Criminal Compliance Team.

FREE-EIAIL ACCOUNT AGE OUT TIMELINE

If account owner If the associated

Account will does not sign in WLID is not useq

Account become inactive

After 365 days of
inactivity, the
account name is
recycled and is

Creation after 30days of after 120days of for 365 days fro
User must sign i inactivity. No e

inactivity, all e the first day of
mail is deleted the 120 day
and the account inactivity period,
becomes a then the
Windows Live ID associated WLI
only account. is deleted.

within the first10 mail content is

days to keep deleted but the

account active account will not
receive email.

available for
creation by
another
customer.

A Users may self delete an account at any point along this process. The 30 day inactivity period
is canceled if someone tries to create the same account nameattampts to access it.
Between 120 and 365 days, users can recreate-araik mailbox.
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http://www.msn.com/

Authentication Service: Windows Live ID

What is the Service?

The Windows Live ID authentication seryi€e2 NI S NI & Pasgpamshélpssindplifiyour sign in Qreate
your sign in credentials e-mail and password; once,andthen use them everywhere on the Windows Live
Network. There are three different ways you may obtain a Windows Live ID:

A Use a @live, @hotmail or @msnmail account
A Easy ID: Use anmail address you already have @other_email_provider.com
A You can use any existingmeil address from any-mail provider when you create

your credentials for Windows Live ID. Then you can use those credentials to sign in to
any Windows Live ID site.

A Signup for a limited account; @passport.com

A Create credentials onlyLog on using-enail address and password only. Account
cannot send or receive-mail.

Windows Live ID Passport accounts:
A Workswith MSN, Office Live, and Microsoft Passport sites
A Have anMISN Hotmail MSN Messengeror Passporiaccount? It's youwWindows Live ID

{2 Sign In - Windows Internet Explorer
@ L& i |@, htkps: iilogin.live. comy

g - (indowslive [P ] - @ - N v @PCHealh @ @ -
7:? “1"}? [@Signln ]_l

i'g_ Windows Live ID

Sign in to Windows Live ID website Help S|gn ”-l
E-mail address: | | Sign in now to view or change your account settin
Password: | | To sign in to the website where you clicked the Ac
Forgot vour password? browser, and then sign in on the previous page.

Related links

& Sign up for an account

» Learn more about privacy and security
() Save my e-mai address .

() Save my e-mail address and password

Get answers from Customer Suppart

() Always ask for my e-mail address and password

Sign in using standard security

:? Windows Live ID _
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What Windows Live ID (Passport) Records aegdedand for How Long?

Microsoft retains the following:

A Windows Live IDetainsregistrationrecordsas long ashe account exists in our system4ll
registration data is provided by the user.
A The lastl0 Microsoft site andP connection recordombinations (not the last 10, consecutive IP

connection records.)

How Do | Rea®#Vindows Live ID (Passpomjccount Result3

Sample Sign-in Summary

Last Entry Created Action
Modified

2006/11/30 |2006/08/12 |Login
10:22:35 10:24:42 Success

Site
Name

Site
ID

IP Address

192.192.240.192

2006/11/30 (2006/11/06 |Site/IP/Time [Hotmail|192.192.240.192|Nov 30 2006 10:22AM; 0 192.192.240.192
10:22:35 10:12:55 History Hotmail|192.226.141.89|Nov 29 2006 8:16PM;

Hotmail|192.140.179.82|Nov 28 2006 8:22AM;

Hotmail|192.192.150.140|Nov 24 2006 4:57PM,;

Hotmail|192.192.140.151|Nov 24 2006 3:40PM,;

Hotmail|192.192.132.144|Nov 18 2006 12:57PM;

Hotmail|192.71.148.10|Nov 18 2006 9:19AM;

Hotmail|192.192.156.23|Nov 17 2006 3:56PM;

Hotmail|192.226.137.230|Nov 16 2006 4:22PM,;

Hotmail|192.214.138.210|Nov 16 2006 1:37PM,;
2006/11/02 |2006/08/12 |IP Address [192.209.154.235;192.212.1.52;62.20.2.45;192.209.154.6 0 192.209.154.235
17:50:38 10:24:42 History 6;192.192.45.86;
2006/11/02 (2006/08/12 |[Date/Time 02 Nov 2006 17:50:38:770;01 Nov 2006 06:06:00:310;30 0 192.209.154.235
17:50:38 10:24:42 History Oct 2006 14:24:45:397;27 Oct 2006 10:30:21:143;25 Oct

2006 19:36:14:570;
2006/09/28 2006/08/12 |Current State 0 192.192.45.86
17:02:08 10:24:42 (login

succeeded)

2006/09/28 [2006/08/12 |Login Failure {0 0 192.192.45.86
17:02:08 10:25:39
2006/08/12 |2006/08/12 |Create 1 JMDCE6AM Hotmail |2 192.192.45.86
10:24:42 10:24:42 Credential
Create Credential Row
2006/08/12 |2006/08/12 |Create 1 JMDCE6AM Hotmail 2 192.192.45.86

10:24:42 10:24:42 Credential

= =

The time when the
account was created

= =

=

a9 C

Ignore this value

The Microsoft site
where the account
was created

The IP address from
where the account
was created
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Login Failure Row

2006/09/28 2006/08/12 Login Failure |0 0 192.192.45.86
17:02:08 10:25:39
The last time the user failed to login. The number of times the user has failed to login. The IP address from
(if the curreginsFa This value is reset to zero once the user is where the user tried to
ignore this value.) successful in logging in. login but failed
Login Successful Row
2006/11/30 10:22:35 2006/08/12 10:24:42 Login Success 0 192.192.240.192
ﬁ The IP address from
The last time the user The first time ever the user where the user last
successfully logged in. (If successfully logged in - logged in
the current s

typically the same as the

Failedo el se creation date.

value.)

Current State Row
2006/09/28 17:02:08  |2006/08/12 10:24:42 Current State (login succeeded) 0 192.192.45.86

. | _

The timestamp of the last
login attempt

Please ignore this IP Address.
Refer to | P addr
Rowodo or fASucce

Site IP/Time/History Row

2006/11/30 }2006/11/06 |Site/IP/Time [Hotmail|192.192.240.192|Nov 30 2006 10:22AM; 0 192.192.240.192
10:22:35 10:12:55 History Hotmail|192.226.141.89|Nov 29 2006 8:16PM;
Hotmail|192.140.179.82|Nov 28 2006 8:22AM;
Hotmail|192.192.150.140|Nov 24 2006 4:57PM,;
Hotmail|192.192.140.151|Nov 24 2006 3:40PM,;
Hotmail|192.192.132.144|Nov 18 2006 12:57PM;
Hotmail|192.71.148.10|Nov 18 2006 9:19AM;
Hotmail|192.192.156.23|Nov 17 2006 3:56PM;
Hotmail|192.226.137.230|Nov 16 2006 4:22PM,;
Hotmail|192.214.138.210|Nov 16 2006 1:37PM,;

= == 5 =

The last time the Shows the FIRST time of t Please ignore this IP
user successfully logins to a new Microsoft site or from a new client Address. Refer to IP

logged in machine.

address in AF
AiSucces.s RO
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Additional Tips:

1.
2.

o

In Create credential Row
Inthe Current State Row
a. The IP address DOES NOT denote the IP address of the machine of the last alfténepiast login was a failuréhen
GKS Lt FRRNBaa Aa LINBaSyd Ay (GKS aLt | RRNBaaé¢ O2ftdzvy 27
present in Site/IP/Time history raw
b. 1T GKS adrisS Aa a[23Ay FlLAfSReZ uKSj’AIﬂEzNSNJw&Fﬁ% di[2 z‘m\y R2 K
usertriedto loginandfailedt ¥ G KS &adF 4SS A& a[23Ay {dz00Saa¥FdzZ ¢ GKSy NB
{dz00S&aa w26é¢ (2 FAYR GKS fLad GAYS GKS dzaSN) arA3aySR Ay &
InLogin Failure Row
a. The value (number of failure tries) is cleared once the user is able to successfullyHegice, if a user failed to login on
several tries, but eventually logs in successfully, there is no record of the previous failures.
In Site IP/Time/History Row
a. TheSite IP/Time/History table is not updated if the uksgs in agaifirom the SAME IP address to the SAME Microsoft
site. It only shows the FIRST login of the LAST day for the user, from the same IP and to the same machine.
b. There are many cases where ergkulP address is hidden by ISP proxy serS&.shows the IP address of ISP proxy
server, instead of real end user IP addreSe.for the individual user information you can approach the ISP
c. The table is limited to only the last 10 MS SITE and IP ioatidns.
Sgnin Summaryrecords are restricted to initial authenticati@o subsequent autnticationto other Microsoftsites are not
logged.
All times are UTC and the tinstamps come fronwindows Live IDR@assportserversandnotthedzd SN a .02 Y Lddzi S NJ
LIy2NBE NRga alLt ! RRNBAA [Thedeln NiBsént for gofe dderadcAuntsahdrhve holv fider2 NB £ @
NBLX I OSR o6& a{AlS Ltk¢AYSKkIAAG2NEE NRG
#t Oneway to understand the table is to draw the timeline and plot the individual events in t.gives a quick
view of the activities in that account. Here is the timeline for thég8-In SummaryTableprovided above
8/12/2006 9/28/2006 11/30/2006
Account created in Hotmail Last failure attempt Last Successful login
) % ) )
9/1/2006 10/1/2006 11/1/2006
8/12/2006

11/16/2006 - 11/30/20051/30/2006
8/12/2006 Last 10 entries in Hotmail
Login failed for the first time
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Instant Messaging: Windows Live Messenger

What is the Service?

2AyR264 [AOBS aSaaSyasSNI rAa GKS abSEG 3ISYySNIGAzy 27
A Free service
A Customers use Windows Live ID / Passport account teirsign
A Microsoft retains:
A Windows Live ID / Passport account regitbn data
A Some Windows Live ID / Passport account IP connection records
Windows Live Messenger program is downloaded onto client
A Microsoft servers authenticate users, but Microsoft does not log the content of
communications between users
Windows LiveMessenger customers talk to Yahoo! contacts
A If a Windows Live Messenger customer adds a Yahoo! contact to his or her contact list,
Microsoft will have the name of the Yahoo! contact.

ot
-

RIS

I3 that a new "do?

1| Customer X (Coire) =
Thove Windows Uve

=, enanwiedyashos.mm

2
I strasghtend 2
Sally say

Nice! 2

len savs 5

The

I Some features may not e avadatie 0 ths
And 1 did a color nnse <
Sallvs
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. o B Yahoo Messenger Screenshot
JON 53v

r
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va' Loading . v s 1 q
€

Sally says
Jen says
Let's go 2 movie o0

—o

Ay, mat eyt Set sald with Dead Man's Tale

What records are retaine@nd for how long

Since the Windows Live ID service is usealuthenticate Windows Live Messenger or MSN Messengess,
Windows Live ID recor@seretained.t f S 8S NBFSNJ G2 (GKS a&! dziKSyaGaAOlFGAz2
above.

Please notehat Microsoft needs full account name with domain (@hotmail.com, @msn.com or @live.com)
in order to identify a Windows Live ID (Passport) account. An account cannot be identified when only an alias
or screen name has been provided.
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Social Networking Services:
Windows Liv e Spaces &MSN Groups

What arethe Servica?

Windows Live Spacds afree service where users may create and customize their own blog, upload photos
and network with other users (friends and friends of friends).

MSN Groupsre free websites that provide features such as message boards, chat rooms and photo albums.

http://spaceslive.com http://groups.msn.com
Windows Live Spaces MSN Groups
A One owner A Has only one manager but manager may hg
A Only the owner of the space can upload assistant managers
content A Anyone who is a member of the group can
A Spaces can be public private upload content
A Space owner can invite you to a private sp4 A Groups can be public or private
if you belong to his or her contalist and/or A Manager must email link in invitation to a
e-mail you the link to the space private group
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