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MICROSOFT ONLINE SERVICES 
Law Enforcement Hotline:  (425) 722 -1299  

 

Where to Serve Legal Process in Criminal Matters 

 

Windows Live TM,, Windows Live ID (Passport),  
MSN®, Xbox & Other Online Services: 

 

FAX: (425) 708-0096 
Microsoft Corporation 

Attn:  Online Services Custodian of Records 
One Microsoft Way 

Redmond, WA  98052-6399 
 

 

EMERGENCY REQUESTS 

Microsoft Online Services will respond to emergency requests outside of normal business hours if the 

ŜƳŜǊƎŜƴŎȅ ƛƴǾƻƭǾŜǎ άǘƘŜ ŘŀƴƎŜǊ ƻŦ ŘŜŀǘƘ ƻǊ ǇƘȅǎƛŎŀƭ ƛƴƧǳǊȅ ǘƻ ŀƴȅ ǇŜǊǎƻƴΧέ ŀǎ permitted in 18 U.S.C. 

§ 2702(b)(8) and (c)(4).  Emergencies are limited to situations like kidnapping, murder threats, bomb 

threats, terrorism threats, etc.  If you have an emergency request, please call the law enforcement 

hotline at (425) 722-1299.  

NON-U.S. LAW ENFORCEMENT 

Microsoft has established local contacts within your country or region to handle legal process related 

to Microsoft Online Services.  If you are not already familiar with your local contact, please e-mail the 

Global Criminal Compliance team at globalcc@microsoft.com, and you will be directed to the local 

contact handling requests from your country.  

All legal process for criminal matters from non-U.S. law enforcement, prosecutors and courts must 

be directed to Microsoft Corporation, One Microsoft Way, Redmond, WA 98052 and not to 

aƛŎǊƻǎƻŦǘΩǎ ƭƻŎŀƭ ǎǳōǎƛŘƛŀǊȅ ŀǎ ŀƭƭ aƛŎǊƻǎƻŦǘ hƴƭƛƴŜ {ŜǊǾƛŎŜǎ ŎǳǎǘƻƳŜǊ Řŀǘŀ ƛǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ¦Φ{Φ  ¸ƻǳǊ 

local contact will be able to educate you as to what local process must be followed in order to obtain 

online services customer account records from Microsoft. 

mailto:globalcc@microsoft.com
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What are Microsoft Online Services?  
 

Á E-mail Services 

Á Authentication Service:  Windows Live ID  

Á Instant Messaging:  Windows Live Messenger  

Á Social Networking Services:  Windows Live Spaces & MSN Groups 

Á Custom Domains:  Windows Live Admin Center & Office Live Small Business 

Á Online File Storage:  Office Live Workspace & Windows Live SkyDrive 

Á Gaming:  Xbox Live 

 

                                                                     

 
 
 
 

 

     

 

 
 

   

 
 
 
   

 
 

 
 

 

 
 

 

 

 
  



M i c r o s o f t  C o n f i d e n t i a l  F o r  L a w  E n f o r c e m e n t  U s e  O n l y 
 

 
M i c r o s o f t  C o n f i d e n t i a l  F o r  L a w  E n f o r c e m e n t  U s e  O n l y 

 
 

Page 5 

E-mail Services 
 

What are the Various E-mail Services Microsoft Provides? 

Á Several different domains:   
Á @hotmail.com  
Á @msn.com  
Á @live.com  

Á Microsoft also provides some country specific domains such as .co.uk, .fr, .it, .de, .es, .th, .tk, 
.co.jp  
Á Currently all e-mail service customer data is stored in the U.S. even if the account 

name contains a country specific domain. 
Á E-mail accounts may be either free or associated with a paid service 

Á Accounts that start out as paid accounts may later become free ~OR~ accounts that 
start out as free may later be associated with a paid service. 

Á Therefore, the records available in response to law enforcement requests will vary 
depending on the type of e-mail service. 
 

Below are several examples of the paid e-mail services Microsoft offers:
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What E-mail Services Records are Retained and for How Long? 

E-mail account registration records are retained for the life of the account.  Internet Protocol όάLtέύ connection 

history records are retained for 60 days.    

How Do I Read E-Mail Account Results? 

Sample E-mail Account Registration Records: 
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Á All registration data is provided by the user EXCEPT for the Registered from IP Address. 
Á hŎŎŀǎƛƻƴŀƭƭȅ ǘƘŜ άwŜƎƛǎǘŜǊŜŘ ŦǊƻƳ Lt !ŘŘǊŜǎǎέ ŦƛŜƭŘ may blank for some accounts.  In this 
ǎƛǘǳŀǘƛƻƴ ǘƘŜ ǳǎŜǊΩǎ Lt ŀŘŘǊŜǎǎ ǿŀǎ ƴƻǘ ŎŀǇǘǳǊŜŘ ōȅ aƛŎǊƻǎƻŦǘΩǎ ǎȅǎǘŜƳǎ ŘǳǊƛƴƎ ǘƘŜ 
registration process. 

Á Microsoft retains e-mail account registration records for the life of the account. 
Á For free MSN Hotmail and free Windows Live Hotmail accounts, the e-mail content is typically 

deleted after 60 days of inactivity.  Then if the user does not reactivate their account, the free 

MSN Hotmail and free Windows Live Hotmail account will become inactive after a period of 

time.  

 
Sample E-mail Account IP Connection Records: 
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Á hŎŎŀǎƛƻƴŀƭƭȅ ǘƘŜ άtŀǎǎκCŀƛƭέ ŎƻƭǳƳƴ ǿƛƭƭ ƛƴŎƭǳŘŜ ŀƴ ŜƴǘǊȅ ŜƴǘƛǘƭŜŘ άƳȅƳǎƴέΦ  ²ƘŜƴ ǘƘƛǎ 
indication is present, it means the user logged in from the www.msn.com homepage.   

 
Stored E-mail Records for MSN Premium Customers: 
 

Á aƛŎǊƻǎƻŦǘΨǎ ǎȅǎǘŜƳǎ ƻƴƭȅ ǎǘƻǊŜ ǘƘŜ Ŝ-mails a user has 
elected to maintain in the account.  Therefore, the 
only e-mails provided in response to legal process 
seeking stored e-mail content will be the e-mails 
ǎǘƻǊŜŘ ƛƴ ǘƘŜ άCƻƭŘŜǊǎ ƻƴ a{bέ ǎŜŎǘƛƻƴ ƻŦ ŀ ǳǎŜǊΩǎ 
account.    

Á Be aware that users may also store e-mail content 
ƻƴ ǘƘŜƛǊ ŎƻƳǇǳǘŜǊΩǎ ƘŀǊŘ ŘǊƛǾŜΦ  Microsoft will not 
be able to disclose e-Ƴŀƛƭ ŎƻƴǘŜƴǘ ǎǘƻǊŜŘ ƻƴ ŀ ǳǎŜǊΩǎ 
computer ς only e-mail content stored on 
aƛŎǊƻǎƻŦǘΩǎ Ŝ-mail servers. 

 

 
Additional Tips:  

 
Á Within the available IP records, an entry could exist that belongs to Microsoft services due to 

internal configurations. ΨwŜƎƛǎǘŜǊŜŘ CǊƻƳ LtΩ ŀŘŘǊŜǎǎŜǎ ƻǊ ƻǘƘŜǊ Lt ŀŘŘǊŜǎǎŜǎ ƛƴ ǘƘŜ Lt ƘƛǎǘƻǊȅ 
that are in the blocks of 65.54.xx.xx (MSN Hotmail) or 207.68.174.xx, 207.46.237.xx, 
65.54.198,xx, 64.4.55.xx (MSN Mobile) are from Microsoft-owned servers, but they do not 
provide any further information which relates to the user. 

Á LŦ ǘƘŜǊŜ ƛǎ ŀƴ ŜƴǘǊȅ ƻŦ мΦмΦмΦм ƻǊ нΦнΦнΦн ƛƴ ǘƘŜ ΨIƛǎǘƻǊȅ LƴŦƻΩ ǘƘŜ ŜƴǘǊȅ ƛǎ ŀ aƛŎǊƻǎƻŦǘ ǎȅǎǘŜƳ 
generated line item.  The 1.1.1.1 and 2.2.2.2 entries are not generated by user activity.  
Specific questions can be directed to the Global Criminal Compliance Team. 
 

FREE E-MAIL ACCOUNT AGE OUT TIMELINE 

 
Á Users may self delete an account at any point along this process.  The 30 day inactivity period 

is canceled if someone tries to create the same account name ~or~ attempts to access it.  

Between 120 and 365 days, users can recreate an e-mail mailbox. 

Account  
Creation

User must sign in 
within the first 10

days to keep 
account active 

Account will 
become inactive 
after 30days of 
inactivity.  No e-
mail content is 
deleted but the 
account will not 
receive e-mail.

If account owner 
does not sign in 
after 120 days of 
inactivity, all e-
mail is deleted 

and the account 
becomes  a 

Windows Live ID 
only account.

If the associated 
WLID is not used 
for 365 days from 

the first day of 
the 120 day 

inactivity period, 
then the 

associated WLID 
is deleted.

After 365 days of 
inactivity, the 

account name is 
recycled and is 
available for 
creation by 

another 
customer.

http://www.msn.com/
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Authentication Service:   Windows Live ID  
 

What is the Service? 

The Windows Live ID authentication service, ŦƻǊƳŜǊƭȅ ƪƴƻǿƴ ŀǎ άPassportέ, helps simplify your sign in:  Create 

your sign in credentials ς e-mail and password ς once, and then use them everywhere on the Windows Live 

Network.  There are three different ways you may obtain a Windows Live ID: 

Á Use a @live, @hotmail or @msn e-mail account  
Á Easy ID:  Use an e-mail address you already have ς @other_email_provider.com.   

Á You can use any existing e-mail address from any e-mail provider when you create 
your credentials for Windows Live ID.  Then you can use those credentials to sign in to 
any Windows Live ID site.  

Á Sign up for a limited account ς @passport.com  
Á Create credentials only ς Log on using e-mail address and password only.  Account 

cannot send or receive e-mail. 
 

 Windows Live ID / Passport accounts:  
Á Works with MSN, Office Live, and Microsoft Passport sites 
Á Have an MSN Hotmail, MSN Messenger, or Passport account? It's your Windows Live ID. 

 

 

  



M i c r o s o f t  C o n f i d e n t i a l  F o r  L a w  E n f o r c e m e n t  U s e  O n l y 
 

 
M i c r o s o f t  C o n f i d e n t i a l  F o r  L a w  E n f o r c e m e n t  U s e  O n l y 

 
 

Page 10 

What Windows Live ID (Passport) Records are Retained and for How Long? 

Microsoft retains the following: 
Á Windows Live ID retains registration records as long as the account exists in our systems.  All 

registration data is provided by the user. 
Á The last 10 Microsoft site and IP connection record combinations (not the last 10, consecutive IP 

connection records.)  
 

How Do I Read Windows Live ID (Passport) Account Results? 

Sample Sign-in Summary  
Last 

Modified 

Entry Created Action Value Site 

Name 

Site 

ID 

IP Address 

2006/11/30 

10:22:35  

2006/08/12 

10:24:42  

Login 

Success  

  0  192.192.240.192  

2006/11/30 

10:22:35  

2006/11/06 

10:12:55  

Site/IP/Time 

History  

Hotmail|192.192.240.192|Nov 30 2006 10:22AM; 

Hotmail|192.226.141.89|Nov 29 2006 8:16PM; 

Hotmail|192.140.179.82|Nov 28 2006 8:22AM; 

Hotmail|192.192.150.140|Nov 24 2006 4:57PM; 

Hotmail|192.192.140.151|Nov 24 2006 3:40PM; 

Hotmail|192.192.132.144|Nov 18 2006 12:57PM; 

Hotmail|192.71.148.10|Nov 18 2006 9:19AM; 

Hotmail|192.192.156.23|Nov 17 2006 3:56PM; 

Hotmail|192.226.137.230|Nov 16 2006 4:22PM; 

Hotmail|192.214.138.210|Nov 16 2006 1:37PM;  

 0  192.192.240.192  

2006/11/02 

17:50:38  

2006/08/12 

10:24:42  

IP Address 

History  

192.209.154.235;192.212.1.52;62.20.2.45;192.209.154.6

6;192.192.45.86;  

 0  192.209.154.235  

2006/11/02 

17:50:38  

2006/08/12 

10:24:42  

Date/Time 

History  

02 Nov 2006 17:50:38:770;01 Nov 2006 06:06:00:310;30 

Oct 2006 14:24:45:397;27 Oct 2006 10:30:21:143;25 Oct 

2006 19:36:14:570;  

 0  192.209.154.235  

2006/09/28 

17:02:08  

2006/08/12 

10:24:42  

Current State 

(login 

succeeded)  

  0  192.192.45.86  

2006/09/28 

17:02:08  

2006/08/12 

10:25:39  

Login Failure  0   0  192.192.45.86  

2006/08/12 

10:24:42  

2006/08/12 

10:24:42  

Create 

Credential  

1 JMDCE6AM  Hotmail  2  192.192.45.86  

 

Create Credential Row  
2006/08/12 

10:24:42  

2006/08/12 

10:24:42  

Create 

Credential  

1 JMDCE6AM  Hotmail  2  192.192.45.86  

 

The IP address from 

where the account 

was created 

The Microsoft site 

where the account 

was created 

The time when the 

account was created 

Ignore this value 
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Login Failure Row  
2006/09/28 

17:02:08  

2006/08/12 

10:25:39  

Login Failure  0   0  192.192.45.86  

 

 

 

Login Successful Row 
2006/11/30 10:22:35  2006/08/12 10:24:42  Login Success    0  192.192.240.192  

 

 

 

 

Current State Row  
2006/09/28 17:02:08  2006/08/12 10:24:42  Current State (login succeeded)    0  192.192.45.86  

 

 

 

Site IP/Time/History Row  
2006/11/30 

10:22:35  

2006/11/06 

10:12:55  

Site/IP/Time 

History  

Hotmail|192.192.240.192|Nov 30 2006 10:22AM; 

Hotmail|192.226.141.89|Nov 29 2006 8:16PM; 

Hotmail|192.140.179.82|Nov 28 2006 8:22AM; 

Hotmail|192.192.150.140|Nov 24 2006 4:57PM; 

Hotmail|192.192.140.151|Nov 24 2006 3:40PM; 

Hotmail|192.192.132.144|Nov 18 2006 12:57PM; 

Hotmail|192.71.148.10|Nov 18 2006 9:19AM; 

Hotmail|192.192.156.23|Nov 17 2006 3:56PM; 

Hotmail|192.226.137.230|Nov 16 2006 4:22PM; 

Hotmail|192.214.138.210|Nov 16 2006 1:37PM;  

 0  192.192.240.192  

 

 

 

 
 

The last time the user failed to login. 

(If the current state is ñLogin Failedò 

ignore this value.) 

The first time ever the user 

successfully logged in - 

typically the same as the 

creation date. 

The IP address from 

where the user tried to 

login but failed 

The timestamp of the last 

login attempt 
Please ignore this IP Address. 

Refer to IP address in ñFailure 

Rowò or ñSuccess Rowò. 

The last time the user 

successfully logged in.  (If 

the current state is ñLogin 

Failedò else ignore this 

value.) 

The IP address from 

where the user last 

logged in 

Shows the FIRST time of the LAST dayôs successful 

logins to a new Microsoft site or from a new client 

machine. 

The number of times the user has failed to login. 

This value is reset to zero once the user is 

successful in logging in. 

The last time the 

user successfully 

logged in 

Please ignore this IP 

Address. Refer to IP 

address in ñFailure Rowò or 

ñSuccess Rowò. 
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Additional Tips : 
1. In Create credential Row 
2. In the Current State Row 

a. The IP address DOES NOT denote the IP address of the machine of the last attempt.  If the last login was a failure, then 
ǘƘŜ Lt ŀŘŘǊŜǎǎ ƛǎ ǇǊŜǎŜƴǘ ƛƴ ǘƘŜ άLt ŀŘŘǊŜǎǎέ ŎƻƭǳƳƴ ƻŦ ǘƘŜ [ƻƎƛƴ CŀƛƭǳǊŜ wƻǿ ǿƘƛƭŜ ƛŦ ƛǘ ǿŀǎ ǎǳŎŎŜǎǎ ǘƘŜƴ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƛǎ 
present in Site/IP/Time history row. 

b. IŦ ǘƘŜ ǎǘŀǘŜ ƛǎ ά[ƻƎƛƴ ŦŀƛƭŜŘέΣ ǘƘŜƴ ǊŜŦŜǊ ǘƘŜ ά[ŀǎǘ aƻŘƛŦƛŜŘέ ǘƛƳŜǎǘŀƳǇ ƛƴ ǘƘŜ ά[ƻƎƛƴ CŀƛƭǳǊŜ wƻǿέ ǘƻ ŦƛƴŘ ǘƘŜ ƭŀǎǘ ǘƛƳŜ ǘƘŜ 
user tried to login and failed.  LŦ ǘƘŜ ǎǘŀǘŜ ƛǎ ά[ƻƎƛƴ {ǳŎŎŜǎǎŦǳƭέΣ ǘƘŜƴ ǊŜŦŜǊ ǘƻ ǘƘŜ ά[ŀǎǘ aƻŘƛŦƛŜŘέ ǘƛƳŜǎǘŀƳǇ ƛƴ ǘƘŜ ά[ƻƎƛƴ 
{ǳŎŎŜǎǎ wƻǿέ ǘƻ ŦƛƴŘ ǘƘŜ ƭŀǎǘ ǘƛƳŜ ǘƘŜ ǳǎŜǊ ǎƛƎƴŜŘ ƛƴ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

3. In Login Failure Row 
a. The value (number of failure tries) is cleared once the user is able to successfully login.  Hence, if a user failed to login on 

several tries, but eventually logs in successfully, there is no record of the previous failures. 
4. In Site IP/Time/History Row 

a. The Site IP/Time/History table is not updated if the user logs in again from the SAME IP address to the SAME Microsoft 
site.  It only shows the FIRST login of the LAST day for the user, from the same IP and to the same machine. 

b. There are many cases where end user IP address is hidden by ISP proxy server.  SIS shows the IP address of ISP proxy 
server, instead of real end user IP address.  So for the individual user information you can approach the ISP. 

c. The table is limited to only the last 10 MS SITE and IP combinations. 
5. Sign-In Summary records are restricted to initial authentication so subsequent authentication to other Microsoft sites are not 

logged. 
6. All times are UTC and the time-stamps come from Windows Live ID (Passport) servers and not the ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊ.  
7. LƎƴƻǊŜ Ǌƻǿǎ άLt !ŘŘǊŜǎǎ IƛǎǘƻǊȅέ ŀƴŘ ά5ŀǘŜκ¢ƛƳŜ IƛǎǘƻǊȅέΦ  These are present for some older accounts and have now been 

ǊŜǇƭŀŎŜŘ ōȅ ά{ƛǘŜ Ltκ¢ƛƳŜκIƛǎǘƻǊȅέ Ǌƻǿ. 

 

One way to understand the table is to draw the timeline and plot the individual events in it.  It gives a quick 

view of the activities in that account. Here is the timeline for the Sign-In Summary Table provided above: 

8/12/2006 11/30/2006

9/1/2006 10/1/2006 11/1/2006

8/12/2006

Account created in Hotmail

8/12/2006

Login failed for the first time

9/28/2006

Last failure attempt

11/30/2006

Last Successful login

11/16/2006 - 11/30/2006

Last 10 entries in Hotmail
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Instant Messaging:  Windows Live Messenger 
 

What is the Service? 

²ƛƴŘƻǿǎ [ƛǾŜ aŜǎǎŜƴƎŜǊ ƛǎ ǘƘŜ άbŜȄǘ ƎŜƴŜǊŀǘƛƻƴ ƻŦ a{b aŜǎǎŜƴƎŜǊέ 
Á Free service 
Á Customers use Windows Live ID / Passport account to sign-in 
Á Microsoft retains: 

Á Windows Live ID / Passport account registration data  
Á Some Windows Live ID / Passport account IP connection records  

Windows Live Messenger program is downloaded onto client  
Á Microsoft servers authenticate users, but Microsoft does not log the content of 

communications between users 
Windows Live Messenger customers talk to Yahoo! contacts 

Á If a Windows Live Messenger customer adds a Yahoo! contact to his or her contact list, 
Microsoft will have the name of the Yahoo! contact. 

 

 

 
 

What records are retained and for how long? 

Since the Windows Live ID service is used to authenticate Windows Live Messenger or MSN Messenger users, 

Windows Live ID records are retained.  tƭŜŀǎŜ ǊŜŦŜǊ ǘƻ ǘƘŜ ά!ǳǘƘŜƴǘƛŎŀǘƛƻƴ {ŜǊǾƛŎŜǎΥ  ²ƛƴŘƻǿǎ [ƛǾŜ L5έ ǎŜŎǘƛƻƴ 

above. 

Please note that Microsoft needs a full account name with domain (@hotmail.com, @msn.com or @live.com) 

in order to identify a Windows Live ID (Passport) account.  An account cannot be identified when only an alias 

or screen name has been provided. 



M i c r o s o f t  C o n f i d e n t i a l  F o r  L a w  E n f o r c e m e n t  U s e  O n l y 
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Social Networking Services:   
Windows Liv e Spaces & MSN Groups 

 

What are the Services? 

Windows Live Spaces is a free service where users may create and customize their own blog, upload photos 
and network with other users (friends and friends of friends). 
 
MSN Groups are free websites that provide features such as message boards, chat rooms and photo albums. 

 
http://spaces.live.com http://groups.msn.com 

 
 

 

Windows Live Spaces MSN Groups 

Á One owner 
Á Only the owner of the space can upload 

content 
Á Spaces can be public or private 
Á Space owner can invite you to a private space 

if you belong to his or her contact list and/or 
e-mail you the link to the space 

Á Has only one manager but manager may have 
assistant managers 

Á Anyone who is a member of the group can 
upload content 

Á Groups can be public or private 
Á Manager must e-mail link in invitation to a 

private group 


